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Compliance with the upcoming EU Data & Cloud
regulations is mandatory but offers market
opportunities in EU AND CN (and beyond)
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e Business Continuity: Compliance is mandatory for business continuity in EU
e Business Growth: Data space service offering enables verticals with national and international supply chains
*Business Scale: Opening Cloud and Data Markets to Software vendors

¢ Regulation: For impact analysis and to ensure neutrality for non-EU players

e Standardization: For co-authoring in essential specs Architecture, Sovereignty & Labelling standards

e Implementation: For rapid prototyping Developed first Gaia-X compliant data space prototype (Huawei Boot-X)
¢ Adoption: Participation in global lighthouse projects

*DSBA, Gaia-X, IDSA and Eclipse and Open Source
*DSSC (Dataspace support center) funded by EC to support vertical Dataspace formation
¢ 10+ lighthouse projects in different verticals Catena-X and upcoming Manufactura-X are the biggest.

*DSBA defines convergence and MVF that builds on Gaia-X, IDSA architectures and TM Forum and OpenDElI principles in order to
*What is a data space? Ecosystem, basic services, connectors, common capabilities
*TTE-DE specifies a data space security reference architecture

¢ Eclipse becomes the common platform for data space development:
¢ Eclipse Dataspace Connector (next gen IDS),

e Eclipse XFSC (gaia-x Federation Services)

¢ Eclipse Tractus-X (Catena-X OSS baseline)

*1S0 S38: Cloud computing and distributed platforms — Dataspaces (Microsoft driven)
*CEN CWA Trusted Data Transaction (TNO-NL, FhG ISST-DE, Dawex-FR driven)
e Standards baseline

* Pro-active public communication
* Moving fast(er) with more manpower
* Microsoft driving Global Dataspaces standard in ISO

*|DSA data space radar
e Exemplar verticals

eIndustrial / International Data Spaces
*Personal Data Spaces
¢|oT Data Spaces — eg. ITS/CCAM data spaces

* Pro-active public communication
* Moving fast(er) with cooperation with ICTL (Cloud BU R&D and Fraunhofer ISST), PACD and SID
* Microsoft driving Global Dataspaces standard in ISO — we need to join up

* Pro-active public communication
*Moving fast(er) with cooperation with ICTL (Cloud BU R&D and Fraunhofer ISST), PACD and SID
* Microsoft driving Global Dataspaces standard in ISO — we need to join up

¢ Architectural priority
eTechnology priority

e Standards priority

e Community involvement

e Trust services

¢ |dentity and Credentials

e Contracts

¢ Access / Usage Control / Policy
¢ Auditing and Logging



https://genorma.com/en/project/show/iso:proj:86589
https://www.cencenelec.eu/news-and-events/news/2023/workshop/2023-02-10-data-transactions/

Concise analysis of digital sovereignty models & definitions

State
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EC view on Europe's ability to act independently in the digital world in
gE_U!'toll)ean) accordance to European core values and rules
igita

Sovereignty:
gnty Cultural: core (European moral) values are extended to the digital public sphere

Political: regulation to translate societal rights and obligations in legal requirements

‘;m: Socio-technical aspects: EU data economy and innovation, privacy and data
Eraren, protection, Cybersecurity, data control and online platforms' behavior
(Commission

Technical building blocks: (i) building a data framework; (ii) promoting a
trustworthy environment, and (iii) adapting competition and regulatory rules.

Digital sovereignty as recapture of state sovereignty

*The term sovereignty is derived from the latin word superanos which means over or superior
and first considered as the ruler’s authority to make final decisions (by Bodin) and later coined
as popular sovereignty (by Rosseau) with a clear implication on governing, the rule of law and
territoriality (attachment to a specific territory).

History /
Etymology:

eDigital transformation and global tech infrastructure challenge traditional state sovereignty,
concepts like state and territoriality clash with global digital networks, digital applications and

Disappearance
of state in {
digital: communication practices perceived to defy legal governance and stately control

eState actors claim the cyber space by the enforcement of laws and governmental interventions

.Stz-xte in the digital sphere, public is convinced that sovereignty and state authority act for the
reclaiming common good
sovereignty in
gigi‘{al' eGovernance of digital infrastructures and development of digital technologies now invokes

nation, national economy and directly impacts nation’s citizens

Digital Sovereignty: Normative Claims

eNation or region should be able to take autonomous actions and decisions regarding its digital

assets including infrastructures and technology deployment
Autonorsnt:t; ePolicy (rule) driven approach for governance with emphasis on regulatory compliance
national _< -Dgta_ Localizatio_n challenge exqmples: (1) ”Schenge_n Routing” —i.e. avoid_ routing data flows
infrastructure within Europe via exchange points and routes outside of Europe; (2) e-evidence package that
protection rules how authorities can collect digital evidence in EU and Non-EU states
*Negative economic and political impact is feared if global internet is re-territorialized and
eventually fragmented into national internet segments
Economic oEU’s economig and industrial policy strategy is threatened by the perceived market dominance
Autonomy & of USA avnd China : : : :
Competition 'Fconomlc goal to achieve more |.nc?ependence from foreign technologies and to promote the
innovative power of the domestic industry
eStrong concern primarily in Germany and then the rest of the EU
User eFocus on t.h.e autonomy o.f citizens in .their identities and roles as employees, consumers, and
users of digital technologies and services
Autonomy &

Individual Self-
Determination

eEmpower individuals to govern personal digital assets (including but not restricted to data) and
how these are perceived, used and monetized by others
eEmpower users to chose between technological options, understand the assurance of these
options and avoid vendor bias and lock-in

( Alternative (contrasting) concepts to digital sovereignty

Ve

Cyber Exceptionalism (outdated)

eseparation between “physical” and “digital” spheres leading to cyberspace viewed as a new and
autonomous virtual realm with its own “cyber sovereignty”

\_ e Examples: Early days of cryptocurrency & cyber-activism

J

Multi-Stakeholder Internet Governance (fading)

e States are limited to non-sovereign roles t in a regulatory ideal where governance of the internet belongs to
those (industries and communities) directly affected by it. Development and application of shared norms,
rules and procedures to maintain and develop the internet.

e Examples: Partly accepted in the form of industry self-regulation and industry standards but inefficient and

\ under increasing political pressure.

~

J




European legislation and policy making initiatives intensify in 2021 & 2022 for data & identity

Possible EU initiatives and actors proposed in 2020 by
EU Parliament Research Service (EPRS)
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Legislation and policymaking initiatives for sovereignty and in Digital Europe

2018 - FFDR
Regulation on
the free flow

2014- elDAS
regulation on
European

Digital Identity in Europe: Trusted and Secure European Electronic ID
Regulation, 2021.6 Proposal for a European Digital Identity Framework.
Digital wallet initiatives for eIDAS2.0 from September 2022.
Cybersecurity: NIS 2 Directive in December 2020, and unanimously
adopted in May 2022.

European data strategy:

a. European Data Governance Act: Introduced in November 2020,
took effect on June 23, 2022, and will apply from September
2023.

b. Data Act: 2022.2 The Data Act: Proposals for Regulations on
Harmonization Rules on Fair Access to and Use of Data, which
aims to maximize the value of data in the economy.

c¢. Common European Data Spaces: Currently, 12 vertical data
spaces are under development, with the ultimate goal of forming
a single data market within the EU.

d. Reuse of high-value dataset with social and economic benefits.
Digital Services Package: Digital Services Act (DSA) and Digital Markets
Act (DMA). Proposals in December 2020, agreed on the DMA on March
25,2022, and on April 23, 2022.

Artificial Intelligence: Ban unacceptable risk Al apps (e.g. social scoring),
regulate high-risk.

The European Chip Act: 2022.2 Address semiconductor shortages and
strengthen Europe's technological sovereignty. Increase to 20% of global
production by 2030 from 10% in 2020.

2021-
Artificial

2020 -
European

f — N

European Chips Act

Artificial Intelligence

i

Contributing to European Defence

,'I
European data strategy

European industrial strategy

% European Digital Identity
\.

2022: Digital
Identity eIDAS 2.0 &

Digital Services Act

Cybersecurity

Digital skills

Connectivity

EU-US Trade and Technology, Council

of non-
personal data

digital
identities

2016 — GDPR
— General
Data
Protection
Regulation

2019 — Open
Data Directive

2018 -
European
Data Economy
Strategy

2019 -

Cybersecurity

Act (NIS)

Digital
Strategy

2020- Data
Governance
Act (proposal)

Intelligence
Act (proposal)

2022:
Common
European

Data Spaces

2022: NIS2
(proposal)

2022: Digital
Services Act
(DSA) &
Digital
Markets Act
(DMA)

European Digital
Wallet

2022:
European
Chip Act
(initiative)
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Compliance with the upcoming EU Data & Cloud regulations is mandatory but offers market opportunities in EU AND CN (and beyond)

eBusiness Continuity: Compliance is mandatory for business continuity in EU
eBusiness Growth: Data space service offering enables verticals with national and international supply chains
eBusiness Scale: Opening Cloud and Data Markets to Software vendors

A holistic execution approach is required across the entire ecosystem players:

There are several industry associations on play...

Towards a converging Data Space (Security) Architecture

Reference implementation: OSS on Eclipse foundation

Standardization is going global

Competition is investing heavily

An overview of data space projects in Europe

Emerging architectural variants
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Gaia-X/IDSA/DSBA Compliance will ensure Continuity, Growth & Scale

Gaia-X and IDSA with massive government and industry support is now a synonym for European data economy, developing technical
specs, reference implementations and issuing certifications for compliance and being the core forces behind DSBA, which is the leading
body for convergence between data space initiatives and support of standardization and operationalization

Implications and Opportunities for Huawei

Business Compliance with the DSBA (Gaia-X, IDSA, DSSC) specifications will become mandatory for business continuity of
Continuity Huawei’s partner clouds, early adoption will become a unique asset for business growth.

As potential candidate for global standard, unleashing the ecosystem growth by accelerating cloud and federated data usage. Leveling the
playing field by respecting the data ownership and limiting the dominance of big three cloud providers as data aggregators.

Business
Growth Huawei can grow its market share by bringing the existing customers from different industry and geographical domains together in open,
federated data spaces and providing new data federation services.
X Catalyzing ecosystem growth and builds on top of Huawei’s vision of Open Services Cloud as a framework to open the cloud data and
Business services ecosystem. Eclipse hosts open source software reference implementations by Gaia-X (GXFS/XFSC), IDSA (EDC) and Catena-X
Scale (Tractus) under Eclipse. The open source strategy remediates the potential reservations against Huawei products and services.

Huawei has been involved in Gaia-X, IDSA and Eclipse since 2021



Business models relating to data spaces and smart “super-apps”

Roles examined in IDSA position paper: New Business

Models for Data Spaces Grounded in Data Sovereignty

Source https://internationaldataspaces.org/wp-content/uploads/IDSA-Position-Paper-New-Business-Models-sneak-preview-version.pdf
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In Hua-X project Cloud BU R&D (ICTL) and
TTE are building together with Fraunhofer
ISST (lead in Gaia-X and IDSA) a blue-print of
a “Data Space as a Service) that includes:

data space access (connector) service
that allows one to join an existing data
space (in Europe or China)

data space (operations) service that
allows to create new data spaces

Gaia-X Digital Clearing House (GXDCH) [LINK]
was launched at Market-X conference & Expo
in 2023. [LINK]

One-stop solution for verifying compliance
with the Gaia-X rules in an automated way.
First GXDCH nodes: Aruba and T-Systems

Data space intelligent service
providers / intermediaries

Data intermediaries

Data Clearing House

Data space operations & domain
specific stack of building blocks

Data space as a service

Data space access as a service

Digital/Data space federation enabler

Digital/Data space trust enabler
(CXGDH digital trust clearing house)

ANANANANASANA S

Emerging business models for data space enabling software and operations based on 2023 analysis

eOffer algorithms, Al ops, and smart applications (“super-apps”) for specific vertical markets that leverage
the power of data spaces in these markets.
Examples: SAP, BOSCH, CDQ, Amadeus, T-Systems [LINK] (super-apps), NLAIC [LINK] (large Al on data spaces)

e Acts as a trusted data broker, manages data exchange. May not have access to or visibility of the data
exchanged but offers assurance of the conformance of the exchange to relevant data usage agreements,
data contracts. Examples: Meta Data Broker Data Intelligence Hub, Deutsche Telekom [LINK]; Smart
Connected Supplier Network (SCSN), TNO [LINK];. Helsinki City MyData Operator [LINK]; Digital Flanders
services [LINK]; Prometheus-X for DASES [LINK]

Verifies data-based transactions both in terms of data exchange and associated value/monetary
transactions. Example: SCSN Data Clearing House, TNO [LINK]

*Offer domain specific data space components and support data space operations. Examples: Confinity-X
(joint venture of Mercedes-Benz, BASF, BMW Group, Henkel, SAP, Schaeffler, Siemens, T-Systems,
Volkswagen and ZF) [LINK]

eOffer the ability to create and operate data spaces through a cloud service. Examples: Huawei (Hua-X2)

eOffer the ability to deploy a connector and join existing data spaces. Examples: Confinity-X [LINK] , Huawei
(Hua-X2)

* Offer a software stack that enables the creation of digital ecosystem federation and/or data spaces based
on community standards. Examples: Tractus-X (Catena-X KIT & domain specific standards) [LINK] , XFSC
(GXFSv2 spec) [LINK]

eOffer trust and compliance services, such as clearing house and basic federation services. Examples: Aruba
and T-Systems operating first CXGDH (Gaia-x trust and compliance services) nodes [LINK]



https://dih.telekom.com/en/how-prepare-for-leaping-super-apps-powered-by-dataspace
https://nlaic.com/wp-content/uploads/2023/04/NL-AIC-inter-AI-Data-Space-Interoperability-v3.2.pdf
https://internationaldataspaces.org/usecases/supply-chain-manager-achieving-transparency-in-automotive-supply-chains/
https://smart-connected.nl/en
https://www.hel.fi/static/kanslia/Julkaisut/2022/mydata-international-presentation.pdf
https://www.vlaanderen.be/en/authorities/flemish-resilience/digital-services-for-all
https://prometheus-x.org/
https://smart-connected.nl/en
https://www.cofinity-x.com/about-us/
https://www.cofinity-x.com/about-us/
https://projects.eclipse.org/projects/automotive.tractusx
https://projects.eclipse.org/projects/technology.xfsc/reviews/creation-review
https://gaia-x.eu/news/latest-news/market-x-conference-expo-gaia-x-digital-clearing-house-gxdch-a-success-for-the-industry/
https://gaia-x.eu/gxdch/
https://gaia-x.eu/news/latest-news/market-x-conference-expo-gaia-x-digital-clearing-house-gxdch-a-success-for-the-industry/

Data value chain overview

O Data Value Chain (DVC) can be defined as a multi-stakeholder data-driven business model
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where data is securely exchanged between parties (individuals or organizations) to create
value for all relevant stakeholders

Through legislation and innovation projects (DIH and Horizon), the EU has deeply deployed
industry data, digital smart cities, and personal data spaces.

Non-profit organizations are actively defining DataSpace reference architectures, standards,
and governance rules, and developing and providing corresponding reference technology

prototypes.

https://www.reach-incubator.eu/what-are-data-value-chains/

Emerging business models for data space enabling software and operations

Data space app providers

Data space operations &
software stack

Data space as a service

Data space access as a
service

Data space & digital
ecosystem federation
enabler

AN

e Offer smart applications for specific vertical markets that leverage the power of
data spaces in these markets. Examples: SAP, BOSCH, CDQ, Amadeus

¢Offer domain specific data space components and support data space operations.
Examples: Confinity-X (joint venture of Mercedes-Benz, BASF, BMW Group,
Henkel, SAP, Schaeffler, Siemens, T-Systems, Volkswagen and ZF)

eOffer the ability to create and operate data spaces through a cloud service.
Examples: Huawei (Hua-X2)

e Offer the ability to deploy a connector and join existing data spaces. Examples:
Confinity-X, Huawei (Hua-X2)

e Offer trust and compliance services, such as clearing house and basic federation

services. Examples: T-Systems operating CXGDH (Gaia-x trust and compliance
services)

In Hua-X project Cloud BU R&D (ICTL) and TTE are building together with Fraunhofer ISST (lead in Gaia-X and IDSA) a blue-print of a “Data Space
as a Service) that includes:

data space access (connector) service that allows one to join an existing data space (in Europe or China)
data space (operations) service that allows to create new data spaces

https://joinup.ec.europa.eu/collection/connecting-europe-facility-cef
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[Compliance with the upcoming EU Data & Cloud regulations is mandatory but offers market opportunities in EU AND CN (and beyond) ]

A holistic execution approach is required across the entire ecosystem players:

eRegulation: For impact analysis and to ensure neutrality for non-EU players

eStandardization: For co-authoring in essential specs Architecture, Sovereignty & Labelling standards
eImplementation: For rapid prototyping Developed first Gaia-X compliant data space prototype (Huawei Boot-X)
eAdoption: Participation in global lighthouse projects
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Huawei’s Industry Research Strategy for Data Spaces Requires 4 Pillars

* X %
* *
* EU *
* *

* 4 *

Regulation

Engagement with relevant
industry associations and
standardization bodies of

the European Commission
including ENISA, DGs and DSSC

Analyzing Gaia-X Certification Req.
w/ TUEV Sid (likely CAB)

Regulations for Data & Cloud in Europe
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Data Spaces Business Alliance
Unleashing the Data Economy
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Standardization

Participate in GAIA-X and IDSA working
groups to shape standards and architecture

Get involved in forthcoming ISO and CEN
standardization initiatives

Participate in other relevant standardization
initiatives in DIF, W3C, IETF, OASIS Open, TMF

Data Spaces Standardization goes Global (150 / CEN)

HUAWEI CLOUD

Implementation

Eclipse Foundation is becoming official
open source partner of Gaia-X, Catena-X
and IDSA (EDC)

Support Eclipse Open Source project
contributions to XFSC and EDC (e.g. via
Hua-X2 and DUCA & EU projects)

Bring Open Services Cloud framework and
TTE key technologies into XFSC and EDC

Three most important community implementations of data space components: 0 4

3

EDC (connector), XFSC (federation), Tractus-X (€cosystem) - st wds fole sountation

Adoption

Collaboration with key

academic institutions and
industry players to drive proof of
concepts and industry adoption
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[Compliance with the upcoming EU Data & Cloud regulations is mandatory but offers market opportunities in EU AND CN (and beyond) ]

[A holistic execution approach is required across the entire ecosystem players ]

There are several industry associations on play...

DSBA, Gaia-X, IDSA and Eclipse and Open Source
DSSC (Dataspace support center) funded by EC to support vertical Dataspace formation
10+ lighthouse projects in different verticals Catena-X and upcoming Manufactura-X are the biggest.
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The EU is internsively developing DataSpaces in various industries.

The amount of data is growing, from 33 Zbits generated in 2018 to 175 Zbits expected by 2025, and 80% of industrial data is never used. The Data Act: Commission proposes
measures for a fair and innovative data economy, submitted on 23 February 2022, addresses the legal, economic and technical issues that lead to underutilization of data. The
new rules will make more data available for reuse and are expected to generate an additional €270 billion of GDP by 2028.

The European Data Strategy in February 2020 announced the creation of data spaces in 10 strategic areas: health, agriculture, manufacturing, energy, mobility, finance, public
administration, skills, the European Open Science Cloud and meeting the cross-cutting key priority targets of the Green Deal. Data spaces for other important areas, such as
media and cultural heritage, have been added. The ultimate goal is that together these data spaces will form a single European data space: a truly single data market.

In February 2022, Staff working documents on data spaces were submitted to support data spaces in various industries in terms of legislation and funds.

The blue colour represents legislative and political initiatives. The green colour represents funding initiatives of the Commission. The brown

colour describes other actions.

Data Spaces 2021 2022 2023

DIGITAL Grant to deploy
and test, using procured
building blocks and
middleware solutions

DIGITAL CSA to bring stakeholders
together, define ref. architecture and -
bullding blocks Fut into practice

a federated infrastructure

{"}G’t Manufacturing

‘Guidelines cross-sectoral data sharing
conditions

DIGITAL CSA to bring stakeholders together, define ref. architecture and building blocks

DIGITAL CSA Smart Communities

Green Deal
@ “GreanDatadall” evaluation ‘GreenDatadall” proposal for revising
the governance legal framewark

DIGITAL Destination Earth
Review ITS Directive

eth

Launch study to map acquis on transport data
Mobility

itecture an

Review current EU type approval legislation for motor vehicles

Launch pilot access Extension EU coverage MyHealth@EU
= : patients own health data
7 -
H g‘xl Health through MyHealth@EU Launch pilot for infrastructure secondairy use health data
Ry

DIGITAL Grant genomic data DIGITAL Grant cancer images

Legislative propasal for a DIGITAL procurement ESAP

European SI(rEgSI: Pg;cm_ﬁs Point architecture
Finance

Adoption supervisory data Legislative proposal for an EU
strategy open finance framework

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_ 1113
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Data Spaces 2021 2022 2023

) ) Implementing Acts for metering and
Create a community of consumption data
Energy SEHEEEss Network code on cyber-security

D‘g Agriculture

of initiatives into
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Main industry associations defining the future and leading adoption of data spaces in Europe (ossa, aia-x, ipsa, pssc)

DSBA elLeadership

Landscape of European Initiatives for data spaces and federations

European Associations and Projects (public + privata)

European Initiatives (public # private)

Leadership in data space convergence, support, coordination: psea & pssc

° CO nvergence In Septamber 2021, the Big Data Valus Assaciation [BDVA], FIWARE Foundation, Gala-X and the international Data Spaces Association (IDSA) joined
g Dala Servioes Dats ﬂg D [ - o ~ lorces and Formed the Data Spaces Business Alliance (DSBA) aimed al defining a common @nection and driving cormespence of dala spaes
1 peeen ) Spces b = 2050 Europesn b + DSBA defines a Minimum Viabile Fasnesork [MUF) 1o ensble the creation of data spaces.
Propacks &'«:“.— g:i = A Ekills [Frey E;’IHI .Ir\:.l:nncn Eumpean *  InSaptembar 2007 and April 20023 D5RA publishad a corvergenca discussion paper explaining a canverging direction far data spaces
—— 2 :::n-’-"ﬂ' _r-'EI“"I = The Data Spaces Support Centre [sunched in October 2022 with EU Tunding by DSBS, My Data Global ard Fraunhoder 15T} in arder 1o explore the
° k ] F 7, Innovalion neads of data space , dafing Ul ts and establish best practices to accelerate the formation of savaraign data spaces a5 a
DSSC Governance c?ﬂ‘:::u:h:'-g - " n Fuidi ?ﬁ:’““ :'-FhrI'IIH'J crurial alemert of digital transfarmation in all areas.
s . : ) *  Airned T public SC00r and 00 pEnies That want 10 treals sovereign data spaces
eFacilitator of adoptlon Data Spaces Suppart Centre meﬂsc——m— ~Cala +  Funded by the Eueopean Comimission as part of the Digital Europe Program .
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q_ N
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DSBA Alliance Established, GAIA-X Complemented with IDSA and DSSC
Accelerating the Transformation of Various Industries in the Data Economy

Data Spaces Business Alliance
Unleashing the Data Economy
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Landscape of European Initiatives for data spaces and federations

European Associations and Projects (public + private)

European Initiatives (public + private)
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Leadership in data space convergence, support, coordination: pssa & pssc

In September 2021, the Big Data Value Association (BDVA), FIWARE Foundation, Gaia-X and the International Data Spaces Association (IDSA) joined
forces and formed the Data Spaces Business Alliance (DSBA) aimed at defining a common direction and driving convergence of data spaces

* DSBA defines a Minimum Viable Framework (MVF) to enable the creation of data spaces.

* In September 2022 and April 2023 DSBA published a convergence discussion paper explaining a converging direction for data spaces

* The Data Spaces Support Centre (launched in October 2022 with EU funding by DSBA, My Data Global and Fraunhofer ISST) in order to explore the
needs of data space initiatives, define common requirements and establish best practices to accelerate the formation of sovereign data spaces as a

crucial element of digital transformation in all areas.

* Aimed at public sector and companies that want to create sovereign data spaces
* Funded by the European Commission as part of the Digital Europe Program  niws /www.esi cu/oroject/dsse/

DSBA leads convergence of major data space infrastructure initiatives

Diata spaces are viewred as a key step to the Data Economy of the futere.
Data Spaces Business Alliance

In Septamber 2021, the Big Data Value Assaclation (ROVA], FIWARE Foundation, Gals-X and the Intarmational Data
Unlgashing the Data Econamy

Spaces Assaclation [IDSA] dacldad to joln forces and formed the Data Spaces Business Alllance [DSBA] almed at driving
convergence and tha adoption of data spaces,
e @1
Dt Spaces Data Space Daia Spoce
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* Datavalue creation: Centraliz
Funictions based an TM Forur
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Source: DSBA Technical Convergence paper V2 = 21 of April 2023

https:fdata-spaces-business-alllance aufwp-content/uplnads dim_uplosds/ Data-Spaces-Ausinass-allanca-Technical-Convergance-\ 2 paf

To simplify slide

3. Data Spaces Support Center https://dssc.eu/

+ The Data Spaces Support Centre will explore the needs of data space initiatives, define
\ common requirements and establish best practices to accelerate the formation of sovereign
4 data spaces as a crucial element of digital transformation in all areas.
+ Aimed at public sector and companies that want to create sovereign data spaces
+ Funded by the European Commission as part of the Digital Europe Program  noee

DATA SPACES
SUPPORT CENTRE

. Benel‘“ts for Public Administrations and Businesses: Consortium members

Fndhllnhﬂw availability of technologies, I!;lrmpl.sps legal frameworks, A= } - _ =
standards, and tools (eg. fnmmtJanyn ractice, Blueprint) for the e Coppmanidines S Frimmhater
Ppln'l.'rm:-m of data spaces;

N . i o el = MyDat

Fostering the adoption of above technologies and standards to enable the gaiax -

reuse of data across sectors by different stakeholders with a

multidisciplinary approach based on co-creation and interaction;

plnary app &) STRa mo- [0

* Shared data in business model development or in efficient, effective and

repeatable policy decision-making. Associated and collaboration partners

* Moare data becomes available for use in the economy and society, while — — p— P
Seacatech D m——— il I: e
keeping those who generate the data in control; @  cua | e [tk
* Giving confidence to businesses and public administrations to share data in —— =i Qinnonay
data spaces.
L] ImErmring contributions to the ohjectives of the Green Deal and the i oo o  oeoe @
SDG'20. - e


https://www.egi.eu/project/dssc/

DSBA Alliance Established, GAIA-X Complemented with IDSA and DSSC
Accelerating the Transformation of Various Industries in the Data Economy

Data S pa ces Business Al I iance Implement a universal framework for data space and enhance collaboration between hubs
Unleashing the Data Economy
gaiax B & FFnlur\DHHDn \l- BDV
Gaia-X HUBS IDSA HUBS & COMPETENCE CENTRES FIWARE iHUBS BDVA i-SPACES
e o1 = 12 2= - @
L= BDV =i (&) FILARE INAERYATIONAL PATA E: ,:: §
September 23, 2021 B e e
e . . e e (0]
O Big Data Value Association - BDVA (From 2021 DAIRO - Data, Artificial Intelligence and Robotics AISBL) oo R ©
It is an industry-driven international non-profit organization with more than 230 members in Europe, EL f:,;"‘m g
consisting of large, small, and medium-sized industries, as well as research and user organizations. O, Hee o
BDVA/DAIRO focuses on digital transformation of the economy and society through data and artificial g
intelligence through the advancement of big data and artificial intelligence technologies and services, ) ®
data platforms and data spaces, industrial artificial intelligence, data-driven value creation, and T 4 ) B ==
standardization. and skills. BDVA/DAIRO has been the private party of the H2020 Partner Big Data Value s - v_q 9 / =Q
PPP, a private member of EuroHPC JU and one of the founding members of Horizo n Europe's Al, Data <l \ e
and Robotics Partnership. EUROPE o 2 | Az oR
O The Fireware Foundation is a non-profit organization that drives the definition and encouragement of R -9 e - @
open standards based on open source technologies, reference architectures, and more than 800 \ Q By @
intelligent data models to make it faster and easier to develop portable and interoperable smart T 5 & o L: 0 » m %
solutions and affordable ways to avoid vendor lock-in scenarios. Founded in 2016, the foundation o B ) g Q z 4 09 o
includes Atos, Engineering, NEC, Red Hat, Telefénica and Trigyn Technologies among its 430-plus 4 V] B 8 ).
members. Y ~ o 7 r— o
O Gaia-X is a digital ecosystem overseen by its members. The initiative aims to create an environment > .';F-E GlopAL &
where data can be served, organized and shared in a trusted environment. Users always retain ? 4 _?- \d n.“‘
sovereignty over their data. As a result, a federated system has emerged that connects many cloud ot B e
service providers and users.
O IDSA mission is to create the future of the global digital economy. More than 130 of its member o AN I\
companies and institutions have created the International Data Space Architecture (IDS): a secure system Ga ia 'X H u b 2 1 | IDSA H U B 1 4 |
for sovereign and trusted data exchange in which all participants can realize the full value of their data.
IDS enables new intelligent services and innovative business processes to work across companies and ° /N ° I\
industries, while ensuring that control of data remains in the hands of data providers. We call it data FIWARE IH Ubs 3 1 | BDVA I'Spaces 37 |
sovereignty.
ttps://data-spaces-business-alliance.eu/dsba-hubs/
BDVA, FIWARE, Gaia-X and IDSA https://www.fiware.org/wp-content/uploads/DSBAHubsLandscape.pdf

https://gaia-x.eu/news/latest-news/bdva-fiware-gaia-x-and-idsa-launch-an-alliance-to-accelerate-business-transformation-in-the-data-economy/



https://gaia-x.eu/news/latest-news/bdva-fiware-gaia-x-and-idsa-launch-an-alliance-to-accelerate-business-transformation-in-the-data-economy/
https://internationaldataspaces.org/make/hubs/
https://www.fiware.org/community/fiware-ihubs/
https://www.bdva.eu/labelled-i-spaces-2021
https://gaia-x.eu/who-we-are/hubs

A ELEE

[ ] [ ]
2R G a Ia —X Ove rVI ew Created as an international not-for-profit organization (AISBL) under the auspices of von der Leyen Commission of European strategic autonomy
HQ in Brussels and 15 original members in Germany and France in 2020 has grown to 377 members internationally by beginning of 2023
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Value proposition for Huawei i icipati om Huawei cross-lab team

ata spaces echnica ommitiee
Business (Working Group Leads,
Com -I ce CTO

European strategy alignment

=

Hamburg

-9 0%

eEcosystem: Gaia-X as is tightly coupled to EC regulatory

Ext Framework Projects

TTE-DE axrsoel eoc . |
eIncubating Global standard: Gaia-X and IDSA aim to : ICT Lab . | | | SeikiAa =
: GXFS-FR scs . -

selectively standardize architecture and specifications i G cTo

into ISO via CEN - (Lead)
*Game changing: Federated approach levels the playing cev | oev i oev

field for all players respecting the data ownership and | 5 s e e e

limiting the dominance of big three cloud providers as q c
data aggregators. The 3 Pillar Gaia-X Framework

*Accelerator: By offering dataspace access as a service, Gaia-X aims to connect the Data and Infrastructure Ecosystems and relies on three
Huawel can grow its market share by conceptual pillars to achieve that:

*Bringing the existing customers from different P P '

industry and geographical domains together in open,

federated data spaces 1. Gaia-X Compliance: Functional
Specifications

*Enabling Chinese companies to access EU dataspaces Decentralized services Policy, Rules
*Being the technological foundation for new data to enable objective and & Label Architecture Document
federation services measurable trust Document

Global impact potential

framework initiatives for EU open Cloud & Data | = — Rletheriarié
TR I | = I Policy & Rules Document £ Architecture U :
ecosystem. LELES ‘ I Services Characteristics : Bglgium\ Germany
. . . . = Working H ¥ ) Prag.
eDe-risk: Compliance with the Gaia-X becomes ‘g‘r’g‘jgf oo || Technology c et | Somptance (Trust Framenory | o 'l _ : ) Coeiows ca
mandatory for business continuity of Huawei & partner : Iml —— [ bes s quaicaion ) Groupe. SR kIpolciovrs : . wleh
clouds. : e e Pl : N st
. . . H L H Frace Switzerland - =
*Growth: Early adoption to Gaia-X standards is an asset : Semice Compnaiion | isirucure Sovics 1 3 Lo & idan Siove
for business growth. : : : : cio:
: Huawei representation : ] Mg‘c’o Florence!

Compliance Federation Data Exchange

. 377 total number of members in 2023.H1
. 40% Membership increase since 2021
. 24% increase in Germany

Openness 2. Data Spaces / Technical . 33% increase in France

*0SC vision alignment: Huawei’s vision of OSC (Open Federations: Specifications . 40% increase in Italy
Services Cloud) as a framework to open the cloud data Interoperable & . 67% increase in UK
and §ervices ecosystem matches well with Gaia-X portable (Cross-) Sector Federated o 100% increase in USA
requirements data-sets and services Catalogue +  100% increase in South Korea

*Cloud Futures: Dataspace access services offer are well Data

ositioned as a future extension of Huawei Cloud : . 300% increase in Japan
ra?PaaS product family 3. Data Exchange: c:zzgxb E::r:?:ie . 300% increase in China
*Open source strategy: Gaia-X, IDSA and Catena-X Anchored contract rules and Access
board all open source under Eclipse. OSS strategy for access & data usage Management

remediates the potential reservation against Huawei .
products and services. For each pillar there are

three types of deliverables: Functional specifications, Technical Specifications and Software


https://en.wikipedia.org/wiki/Von_der_Leyen_Commission
https://en.wikipedia.org/wiki/Strategic_autonomy

Industrial Data Spaces: IDS Trusted Data Spaces Provide Trusted Technical Contracts for Data Element Market Participants

Strategic industry requirements

determine the design of the

international data spaces architecture

Trust o

Trust is the basis of the International Data Spaces. It is
supported by a comprehensive identity management focusing on
the identification of participants and providing information about

the participant based on the organizational evaluation and
certification of all participants.

Data markets o

The International Data Spaces enables the creation of novel, data
driven services that make use of data apps. It also fosters new busi-
ness models for those services by providing clearing, billing and the

creation of domain specific brokers and marketplaces. In
addition, usage restrictions and legal aspects are provided
as templates and with methodological support.

Value adding apps e

The International Data Spaces enables app injection to
connectors to add services on top of the pure data exchange. This
includes services for data processing as well as the alignment of
data formats and data exchange protocols, but also enables
analytics on data by the remote execution of algorithms.

INTERNATIONAL DATA
SPACES

e Security and data sovereignty

Components of the International Data Spaces rely on current
security measures. Next to architectural specifications, this is
realized by the evaluation and certification of the components. In
line with the central aspect of ensuring data sovereignty, a data
owner in the international data spaces attaches usage restriction
information to its data before it is transferred to a data consumer.
The data consumer may use this data only if it fully accepts the
data owner's usage policy.

e Ecosystem of data

The architecture of the International Data Spaces does not require
central data storage capabilities. Instead, it pursues the idea of
decentralization of data storage, which means that data physically
remains with the respective data owner until it is transferred to a
trusted party. This approach requires a holistic description of the
data source and data as an asset combined with the ability to
integrate domain specific vocabularies for data. Brokers in the
ecosystem enable comprehensive realtime search for data.

o Standardized interoperability

The International Data Spaces Connector, being a central
component of the architecture, is implemented in different
variants and from different vendors. Nevertheless, each connector
is able ta communicate with every other connector or component
inthe ecosystem of the International Data Spaces.

Reference: https://internationaldataspaces.org/wp-content/uploads/IDSA-data-spaces-overview-2022.pdf
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Personal Data Spaces: Personal data carriers help individuals build self-controllable data space.

-z= MyData

S e Person

[ : Operator
Data
Source #

Lots of data f’°§9'i
usage

Alibaba com
amazon
~

Organisations decide

Less usage of
personal data

Old paper times

Weak
Data Protection

KR https://www.mydata.org/

HUAWEI TECHNOLOGIES CO., LTD.

O Personal data operators enable individuals to securely access, manage and use their personal
data, and control the flow of personal data to data sources and data usage services

O MyData Global is an award-winning international non-profit organization. MyData Global aims
to empower individuals by enhancing their right to self-determination over their personal data.

O MyData Global has nearly 100 organizational members and nearly 400 individual members from
more than 40 countries on six continents. Promotes the more than 2,000 strong MyData Global
community dedicated to the ethical use of personal data.

Data Using
Service

Comply with the GDPR

Strong
Data Protection
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What is a dataspace? Digital ecosystem federation & data spaces

The Gaia-X Association developed its Gaia-X Framework, which enables the transition from disjoint data & infrastructure ecosystems, to
Federations composable, interoperable & portable cross-sector data sets and services.

Gaia-X Framework builds on top of the X-Model in order to enable trust and interoperability

Used by i L . . .
participants arcrfi’t‘zzfgr‘fgﬁzg"ng within and across data spaces and federations https://gaia-x.eu/gaia-x-framework/
seeking

. A many-to-many relations
interoperability

| J Advanced services: New (cross-) sector innovations and applications build from service composition Exchance | | FEDERATION
J Data Spaces / Federations: Enable interoperable and portable (cross-) sector data-sets and services
Dataspaces 0 Data Exchange: Anchored contract rules for access and data usage
J Gaia-X Compliance: Decentralized services to enable measurable trust
Adopted and extended by J Label framework: Gaia-X ecosystem specific Labels to ease market adoption

dataspace authorities,
Data Intermediaries
(DGA) as a frame of
reference

Gaia X Trust Framework, operationalised via the GXDCH

The Gaia-X Trust Framework is the set of rules that define the

minimum baseline to be part of the Gaia-X Ecosystem. Compliance Federation Data Exchange
Those rules provide a common governance and the basic level of

interoperability across individual ecosystems while letting the users in ——

full control of their choices. Functional Specs Policy Rules & Label

Architecture document

document

GXDCH is a reference architecture of a Digital Clearing House to
operationalize conformity assessment and verification of Gaia-X
compliant trust framework agreements and credentials

. Trust Framework
Technical Specs

e
Identity, Credential & Access
Management



What is a dataspace? Definition, common capabilities and use-cases

* Adataspace is a (distributed) data ecosystem built around commonly agreed building blocks that enable a common governance framework to be
established for secure and sovereign data storage, management, sharing / exchange and utilization among participants for the creation of value.

>  Data Sovereignty is the ability of a natural or legal person to exclusively and sovereignly decide concerning the usage of data as an economic asset. This translates to the ability of
the data owner and stakeholders to set the policies for the use and access of the data to be exchanged while conforming to local regulation and international agreements.

Data Space A
Gi“j'h”u%ﬂie Main actors and roles in a dataspace: Source: DSBA convergence paper DSBA converges and synchronizes the
» Data Space Governance Authority (DSGA) defines the rules for a data space and therefore provides the work at DBVA, Gaia-X, IDSA and
governance of a data space. This is also refer to as the “Federator” in Gaia-X architecture FIWARE initiatives
mmh@_\m » Data Space Registry (DSR) enables DSGA to manage registration of participants and verification of claims
related to participants, services and (data) products . .
» Data Space Participant is a legal or natural entity being responsible and liable for its role in the data space DSBA is leading the convergence
Participant Agent To participate as a data service provider, consumer or both, a participant makes use of a between the architectures, technology
contros ICT system acting as an agent in the data space — this agent is often referred to as the Data Space Connector and standard baselines, interoperability
. regTsuses that implements data space protocols for sovereign data exchange (e.g. in IDSA-RAM & Gaia-X architecture) and compliance requirements of the
* Credential issuers and Identity providers help verify identities and claims associated with the description and major data space associations
erfesissues attributes of participants, data space services and data products.
Note: DSBA Reference Technology Framework such identification relies on the use of Verifiable Credentials (VCs) issued by Trusted
Issuers registered in, or accredited via, the Data Space Registry.

— More refined roles of in an already formed Data More refined roles of in an DAl Aoty e Data flow  ——p
ticipant registr . .
LR Space and their Interactions already formed Data Space and [ A N
1 . . . .
maintains their Interactions . Control flow
L . (meta-data) ===
(_ enforces m— Data space issues membership ,/; trust metadata \\1\ trust metadata
j S manages P «Application» s
3 . Broker Service Provider \
// - 4 A 3 \\
Data space o Participant I -7 N \
<__ " (_ e pa - -> g S \3 e
J «Legal Entitys wApptfcarmn - s «Appncarton «Legal Entitys
| [S) N [S)
User stories: has —» «— has T __Authortize M,‘ goalTobnieatons }M, _ Ussdata T
. L Identity A A
® Estabhshlng a Dataspace Data Owner Data Provmsr S~ ,Dala Cnnsumsr Data User

* Joining a Dataspace -

* Publishing Data : . o
. . Trust
* Discovering Data (é‘@ﬁﬁﬁ”aﬁf&
i Source: harmonized IDS RAM | Searing Hodse |
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What is a dataspace? Definition, common capabilities and use-cases

» Adataspace is a (distributed) data ecosystem built around commonly agreed building blocks that enable a common governance framework to be established
for secure and sovereign data storage, management, sharing / exchange and utilization among participants for the creation of value.

>  Data Sovereignty is the ability of a natural or legal person to exclusively and sovereignly decide concerning the usage of data as an economic asset. This translates to the ability of
the data owner and stakeholders to set the policies for the use and access of the data to be exchanged while conforming to local regulation and international agreements.

giza?';;; Main actors and roles in a dataspace: SUIEER (DS RN JEES FETET
» Data Space Governance Authority (DSGA) defines the rules for a data space and therefore provides the
governance of a data space. This is also refer to as the “Federator” in Gaia-X architecture
] o » Data Space Registry (DSR) enables DSGA to manage registration of participants and verification of claims
related to participants, services and (data) products
» Data Space Participant is a legal or natural entity being responsible and liable for its role in the data space
Participant Agent To participate as a data service provider, consumer or both, a participant makes use of a

contros ICT system acting as an agent in the data space — this agent is often referred to as the Data Space Connector
ey that implements data space protocols for sovereign data exchange (e.g. in IDSA-RAM & Gaia-X architecture)
* Credential issuers and Identity providers help verify identities and claims associated with the description and

N attributes of participants, data space services and data products.

verifies

issuss

Credential
Issuer

Provder Note: DSBA Reference Technology Framework such identification relies on the use of Verifiable Credentials (VCs) issued by Trusted

Issuers registered in, or accredited via, the Data Space Registry. DSBA converges DBVA, Gaia-X, IDSA and FIWARE initiatives

Dataspaces are being defined in several
communities with common concerns of data
sovereignty: A dataspace may include
different patterns and protocols of data
exchange and a set of interoperable data-
exchange applications by other actorsin a
specific sector, either by their own
development or through a certified software
vendor, data broker, or marketplace.

However, common capabilities and building
blocks can be identified to present a minimal
dataspace architecture.

Data space building blocks (source: DSBA Convergence paper& OpenDEI design principles )

Technical building blocks
Interoperability Data Sovereignty & Trust

Data models & formats : Access & usage Control / Policies & agreements

Data Value Creation

Descriptions of Data, Services and Offerings

Governance building blocks
Governance
Business Agreements
Operational Agreements

Organizational Agreements

I
| Functions | . . o .
I extending Data exchange protocols & APIs | Identity & credentials management Metadata schemes. Publication & Discovery
| ______________________
| dataspace Provenance & Traceability || TrustServices : Marketplace & usage accounting
| connectors I |
| |
l |
- e ———— L

-
To enable data space interoperability as in 1SO/IEC 21823-1:2019 a Il Realize the Data Space (Verifiable Data) Registry |
common set of rules should be adopted by all data space governance I
authorities with the use of a common meta-registry such as Gaia-X Registry

|

Federated services enabling the |

I provided by the Data Space Authority | lifecycle, sovereignty, compliance and |
! interoperability of data spaces :



What is a dataspace? Comprehensive conceptual mode| reiesmamerssmmecn

* Lead architects and representatives from the different associations of DSBA have produced a conceptual model for data spaces as a reference and baseline
for convergence between the different associations: DBVA, Gaia-X, IDSA and FIWARE as well as alignment with TM Forum recommendations.

>  Huawei input was captured through our participation and review of the convergence baseline in Gaia-X Architecture WG (represented by Pierre Gronlier Gaia-X CTO and Klaus

Ottradovetz, ATOS) and IDSA Architecture working groups (represented by Sebastian Steinbuss IDSA and Anna Maria Schleimer, Fraunhofer ISST)

Verifiable Data Data Models
Trust Framework gaiax Registry Registry
T,
Trust: Trust Frameworks specify recognized authorities and a set : . rpr— e B
of rules and policies that define the minimum baseline to be part Self Description %— g&ﬁﬁf; === Trusted Issuer |f——q Tmmﬂ:‘s”em Pan;'.';"::; List oll.c:ngua;:mn Data Models s e e
of a data space, enable interoperability of claims within and Tt Tt
across data spaces and provide features to automate compliance mapsto | 1 \ / | ' e \ / 1
INTERNATIONAL DATA Decentralized ID Access/Usage Data Exchange i :
Identity (|CA|V|) o SPACES ASSOCIATION Management Control Sarvics Logging Service
gaiax
P

Identity: ICAM (identity, credential and access management) ; 1 l I ‘!? | I
services enable trust in the digital identity and verifying claims [s implemented — s Instance of ;. generates
of participants and resources across different trust domains Resource Spec Product Spec Service Spec | echnical

i 2 Characteristic Characteristic Characteristic ||, ; 1 Framework ; 1 Agent Module is deployed

TEATION AR ] » = s
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" - . . i . Resource ..t . Service Product Data Space
Sovereignty: this functional unit that contain the essential Specification —@ - Specification vdes Catalog Cmm%taor
services required to achieve data sovereignty. The crucial part is - 1.0 - 1 1 Marketplace
L . ) Materializes for | 1 Materializes for a includes 1

to utilize contracts /agreements and usage policy as an artifact a customer as comprises comprises customer as
to reflect how a data provider wishes their assets to be used Product 1. refers to — L, - Daploys and ises

. 3 ) . . o et
while ensuring compliance with regulation and agreements Specification Offerin — Provider . dart:c;::z;ns o
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1.
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Product: Description of Data (Product) offers the means to O Product Product Order Customer
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Ecosystem Data s Resourcs | @ 1 Sevie L
gaiax 1. 1. 0.
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Ecosystem Data services enable to find or advertise data and (Log) processes Rating and
data-value creation applications within and across data spaces ' 0. Billing System

Publication (DSBA 2023.04.21)

: https://data-spaces-business-alliance.eu/wp-content/uploads/dim_uploads/Data-Spaces-Business-Alliance-Technical-Convergence-V2.pdf




Additional insights gained: Common data exchange patterns

The Exchange Services in Gaia-X & IDS-RAM generalize the concept of data exchange and define different functions for different phases of exchanges: before | during | after transaction
Extensive analysis of different dataspace examples has identified the following data exchange patterns

Dataspace connector

eUsed mainly in International & Industrial Data Space

eFocus of Boot-X and Hua-X2

eCovered in v1 of DS architecture (DS2)

Data Pod network of linked data

eUsed mainly in personal data spaces
eExamples include

*\W3C Solid Data Pods
*DIF Web Data Nodes

*To be covered in V2 of DS architecture (DS3)

Compute-to-data

eUsed in some C-CTI pilot platforms

eUsed in some Al pilot services on industrial data spaces

eExamples include OPAL, NTT Virtual Data Lake, Copernicus AP
*To be covered in V3 of DS architecture (DS3)

Protected Data Bundle
eUsed in some C-CTI pilot platforms

*Focus of some DUCA use-cases
eCovered in V3 of DS architecture (DS3)

Examples of components and data exchange patterns in known data sharing architectures

Data Space Connector

W3C SOLID Data Pod DIF Web Data Node

What is a dataspace? Data pads («

Whal s adalawace’ Distributed data sto

mesh (e zn;_('[ \\ )

‘ Data Agreement
informs Provider Service informs Data Agreement Service that data
of desired data exchange agreement exchange agreement with Provider is desired and receives
and gets approval final data exchange agreement from there
% operates operatesii
Data Provider

Consumer

H exchange Data Asset
Service of |
Provider

log sending
Data ‘ of data
Asset according

o data exchange
agreement

Service of
Consumer

log receiving
of data
according
o data exchange
agreement

Data Logging
Service

Source: https://gaia-x.gitlab.io/technical-committee/architecture-document/data_exchange_services/

OPAL data node Protected Data Bundle
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What is a dataspace? IDS connector used on Gaia-X federation

Trust Framework

Identity (ICAM)

i

Data Sovereignty

Data Product

Ecosystem Data

Trust
|agreement

Data

mE

)

Meta

Contract

i)

App

Data Source

Governance of Acceptable Trust Anchors,
their scope and management of vocabulary
hub.

Trust Services provided by a Federator manages
Trust Framework Agreements that are Baseline
policies and rules in the form of ADP policies
enforced to be part of an ecosystem

Dataset(s) transferred from Provider to
Consumer (or vice versa)

Metadata Description of
Datasets/Provider/Consumer

Contracts on records and logs on data
transactions, if required by the contracts

Identity Token or Membership Certificate
or Verifiable Presentation

Application for specific data
processing (e.g., manipulation, analysis)

L]
Trust Trust st
Anchor/ldentity |4+ -~--|» . rereement || R e i Vocabulary Hub
I . | iii Services
/ . °
4 /] 5 A
| - \ ’
1 Ké . /
: I\ K
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L
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D
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Meta .
= [\[ 5] App
Store 4 — = — — p Metadata exchange
\
......... sessnsnnnspe  App download
_______ »  Trust Framework Agreement
Extension
4 — = = = $ Obtaining Credentials

Source: Digital Sovereignty project by TTE-DE: “WIP

Dataspace Connectors: A technical core component
required for a participant to join the industrial
dataspaces.

Metadata Broker: The Metadata Broker contains an
endpoint for the registration, publication, maintenance,
and query of Self-Descriptions.

Trust Framework: Provides Trust Framework
Agreements that are enactable digital contracts about
trust anchors that state permissions, prohibitions and
obligations in using trust anchors and the credentials
they produce.

Trust Anchor/Identity Provider: An entity that provides
digital identities to the participants/principles in an
industrial dataspace to access resource so that aspect of
identification, authentication, and authorization can be
defined

Vocabulary Hub: The interoperability requirements in
the industrial dataspaces directly lead to the usage of
commonly known, standardized terms to describe data,
services, contracts, and so on

* Clearing House: logging service that records
information relevant for clearing and billing
as well as usage control.

* App Store: An App is an independent,
functional, and re-usable software asset that
is deployable, executable, and manageable
on a dataspace Connector and app store host
these app for the participants to use it for
various aspects of data managementin a
dataspace.

: Towards a Security Reference Architecture of Dataspaces” https://rnd-confluence-eu-g.huawei.com/display/9EDSRPV/Development+view



https://rnd-confluence-eu-g.huawei.com/display/9EDSRPV/WIP%3A+Towards+a+Security+Reference+Architecture+of+Dataspaces

What is a dataspace? Main building blocks, challenges and design reference

Data space building blocks (source: DSBA Convergence paper& OpenDEI design principles )

Technical building blocks Governance building blocks
Interoperability Data Sovereignty & Trust Data Value Creation Governance
Data models & formats Access & usage Control / Policies & agreements Descriptions of Data, Services and Offerings Business Agreements
Data exchange protocols & APIs Identity & credentials management Metadata schemes. Publication & Discovery Operational Agreements
Provenance & Traceability Trust Services Marketplace & usage accounting Organizational Agreements

Interoperability building blocks ensures that providers of data products within data spaces must be able to offer data services at well defined endpoints knowing that
customers, unknown by them a priori, will know how to consume their data services through those endpoints.

. This means that all participants in data spaces should address interoperability at
several levels (see ISO/IEC 21823-1):
. transport and syntactic level, e.g. by common APlIs Provider
. semantic level, e.g. by common data models/vocabularies @
. DSBA proposes NGSI-LD for transfer of digital twin data and Dataspace Connector
Protocols (e.g. IDSA Dataspace Protocol) for the Control of data transfer. Other
Relevant standards: ' cataioging. NI
. ISO 19941 Cloud Computing Interoperability and Portability, which is ' '
referenced in the EU Data Act
. European Interoperability Framework (EIF), which aims to create a digital
single market in Europe.
. Adoption of common data models is encouraged and there are multiple references
that may consider for different domains (e.g. ISO/IEC CIM for Energy, etc) -

*  The Smart Data Models initiative brings a hub to help map different data g B %

Identity

O

Monitoring Configuration

Identity Management

Policy
Engine

)

Data
Source/Sink

models into JSON, JSON-LD and other data serialization formats Data = e

Source/Sink

. Provenance and traceability have not been aligned as yet but lighthouse project
Catena-X (Tractus-X Traceability KIT) leads the way
. Current approach investigates mechanisms to store evidence in big-chain,
examine against data usage policies and interact with linked data notifications
. See also XFSC logging service specification (mature service yet to be designed)

Overview on IDSA data space protocol and context

https://docs.internationaldataspaces.org/ids-knowledgebase/v/dataspace-protocol/


https://www.iso.org/standard/71885.html
https://docs.internationaldataspaces.org/ids-knowledgebase/v/dataspace-protocol/
https://www.iso.org/standard/66639.html
https://ec.europa.eu/isa2/eif_en/

What is a dataspace? Main building blocks, challenges and design reference

Data space building blocks (source: DSBA Convergence paper& OpenDEI design principles )

Interoperability
Data models & formats
Data exchange protocols & APls

Provenance & Traceability

Data Sovereignty & Trust
Access & usage Control / Policies & agreements
Identity & credentials management

Trust Services

Technical building blocks

Marketplace & usage accounting

Data Value Creation
Descriptions of Data, Services and Offerings

Metadata schemes. Publication & Discovery

Governance building blocks

Governance
Business Agreements
Operational Agreements

Organizational Agreements

Data Sovereignty and trust building blocks should provide the technical means for guaranteeing that participants in a data space can trust each other and exercise
sovereignty over the data they share. Requires common standards and services for:

*  managing the identity of participants,
*  verification of their truthfulness of claims,

*  Specification and enforcement of policies agreed upon data access and usage control

Trust services constitute the Trust Anchor Framework that defines

and enforces a set of rules for the data space that extend the ones

specified by the Gaia-X Trust Framework. It addresses the following

concerns:

* ID Binding: Verify a digital identifier against a valid legal identity

* Proof of participation: Verify an entitled ecosystem participant

*  Proof of Issuing Authority: Verify that the credentials presented
by a participant have been issued by a Trusted Issuer of that type
of credentials in the correct ecosystem and for the right purpose
and calculate trust level.

XFSC implementation by Gaia-X:

*  W3C verifiable credentials

* Verifiable Data Registry to store/query relevant information
Gaia-X Registry deployed at Digital Clearing House (GXDCH) nodes
https://gaia-x.eu/gxdch/

Identity & credentials management ensures all actors
(including organizations, individuals, services, etc.) are
provided with acknowledged identities, and that those
identities can be authenticated and verified, including
additional information provisioning needed to enable
access and usage control.

* Catena-X is building an implementation of this using
a Managed Identity Wallet that complies with the
following standards: VC, DID, DID Auth, DKMS

https://catena-x.net/en/catena-x-introduce-implement/standardisierung

* EDC Identity Hub extension follows a similar
approach using in addition the DIF WDN pattern

and protocol
https://github.com/eclipse-edc/Publications/blob/main/Identity%20Management/DID_EDC.md

Policies & agreements building block guarantees enforcement of data
access and usage policies defined as part of the terms and conditions
established when data resources or services are published, negotiated
and used.

Data access control used by provider to prevent misuse of resources
Data usage control used to prevent misuse of data by consume.
Both are combined by prosumers in data value chains.

Catena-X has issued guidance (Catena-X community standard) for
authentication where the following are recommended:

e Authentication: OIDC and KeyCloak (OAuth, OIDC, SAML)

* Authorization: ABAC via XACMLv3

e Data usage agreements: ODRL extension profile by IDSA
Catena-X standard on IAM explicitly mentions all providers should
NOT have static access management such as ACL or RBAC

https://catena-x.net/en/catena-x-introduce-implement/standardisierung




What is a dataspace? Main building blocks, challenges and design reference

Interoperability
Data models & formats
Data exchange protocols & APIs

Provenance & Traceability

Trust Services

Data Sovereignty & Trust

Identity & credentials management

Technical building blocks

Access & usage Control / Policies & agreements

O] “
isOfferedBy

offers s
p >

D)

provides ¥

isProvidedBya

compute

https://www.w3.org/TR/vocab-dcat-3/
https://www.tmforum.org/oda/open-apis/
https://www.tmforum.org/oda/open-apis/table

https://docs.internationaldataspaces.org/ids-knowledgebase/v/dataspace-protocol/overview/readme

Data space building blocks (source: DSBA Convergence paper& OpenDEI design principles )

Governance building blocks

Data Value Creation Governance
Descriptions of Data, Services and Offerings Business Agreements
Metadata schemes. Publication & Discovery Operational Agreements

Marketplace & usage accounting Organizational Agreements

Data Value Creation enables the following aspects of data life-cycle in a data space:

* Describe data, services and data products in an interoperable manner

¢ Data and service publication methods to discover offerings and connect providers and
consumers

¢ Add value—adding services such as marketplaces for commercialization

Those steps are covered by the DSBA technical convergence framework and designed consistently

in Gaia-X and IDS RAM (v4.0 onwards)

Market place & usage accounting services provide the basis for accounting access to and/or
usage of data by users in order to support functions for clearing, payment, billing, etc.

The Data Space Information Model provides the schema for (Self-)Descriptions of data, services
and offerings and their basic building blocks, like Usage Contracts, endpoint descriptions, or the
internal structure of data assets.

Catalogs should be accessible via endpoints in the Connector exporting TM Forum Open APIs

and using the (IDSA) Dataspace Protocol Catalog functionality implements DCAT V3.

* DCAT is an RDF vocabulary designed to facilitate interoperability between data catalogs
published on the Web. This document defines the schema and provides examples for its use.

* Gaia-X (Self-)Descriptions may be extended to also include elements of domain specific
ontologies or generic key/values depending on the domain of the ecosystem

Catena-X has defined such elements for Catena-X compliant data spaces as Catena-X
standard under Catena-X standards library as part of Eclipse Automotive



https://www.tmforum.org/oda/open-apis/
https://docs.internationaldataspaces.org/ids-knowledgebase/v/dataspace-protocol/overview/readme
https://www.w3.org/TR/vocab-dcat-3/
https://catena-x.net/de/standard-library
https://projects.eclipse.org/projects/automotive
https://www.tmforum.org/oda/open-apis/table

What is a dataspace? Mapping EU regulation to data exchange architecture

Mapping between the Gaia-X/DSBA concepts (in blue) and the concepts used in the EU regulation
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Data Usage Agreement Trust Anchor

Data Usage Agreement
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1‘ Data Usage Agreement Trust Anchor

which is signed by the Data Consumer

Data Provider
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Data intermediary services an important concept in EU acts around data:
“Data intermediation services may support users or third parties in establishing a commercial

relation for any lawful purpose on the basis of data of products in scope of this Regulation e.g. by
acting on behalf of a user” (cf. Regulation (EU) 2022/868).
Several Gaia-X lighthouse projects implement Data Intermediary with the following design pattern

Data Intermediary

Data Consumer

Search Data Product

Data Usage
Data Supplier {Eﬂ‘::rakgt?’tlﬁg} Agreement Data Producer
. . Trust Anchor
________________ [T S e |

|
negotiate and sign frame confract

Data licensor
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MNew Data Product

Add Data Product Description -
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Data Prod ulcl Description
P

R g

S | '
Review Data Product Description

fa—

Sign Data Product Usage Contract (inc. Data Usage Agreement)

Build Data Usage Agreement form

Request Data Usage Agreement

Sign & notarise Agreement

R = e m e mm e meeeeeaaacaaaaaaaas

Request Data

Check Data Usage ;&grssmsnt wvalidity

Regquest Data Usage

Source: Gaia-X Architecture (Draft) July 2023 https://gaia-x.gitlab.io/technical-committee/architecture-document/data_exchange_services/
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WIP: Towards a Security Reference Architecture of Data Spaces

* Comprehensive architecture following the “4+1” model
and initial focus on industrial / international data spaces

* Consistent with DSBA convergence paper (especially the
unifying conceptual model)

* Builds on top of IDS-RAMA4.0 by IDSA

* Consistent with Gaia-X architecture

e Consistent with NIST cloud federation

* Includes additional innovations from Huawei based on
Hua-X.2.0 contributions

Certificate Authority or
Connector 1 Ideniity Provider Trusted Issuer Connector 2 Trust Services

Onboarding Trust Anchors __/

endorse the CA and define scope of authority.
B ——

There can be multiple CAs that the ecasystem authority 7

defines each with their respective scope of authority to issus
claims to the Dataspace participants.
Trust Services are managed by the Dataspace Govemance Authority.

‘Onboard
Brovision x.508 certificate

Ensure certificate compliance

Trust Establishment )

Provision Identity Token bound to X.500 certficate

Provision Identity Token bound to X.509 certificate |

Exchange Identity Token

Ensura Complianca

Ensure Compliance,
—

Issue Access Token

‘Access Token could be bound to @ specifc resource. ]

Connector 1 Identity Provider ~ Cerlificate Authority or Connector 2 Trust Services
Trusied Issuer

PDF at One Box: https://onebox.huawei.com/p/171d24a30128928a512b2fff051elad9
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Figure 1 — The “4+1” view model
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https://onebox.huawei.com/p/171d24a30128928a512b2fff051e1ad9
https://rnd-confluence-eu-g.huawei.com/pages/viewpage.action?spaceKey=9EDSRPV&title=WIP%3A+Towards+a+Security+Reference+Architecture+of+Dataspaces
https://rnd-confluence-eu-g.huawei.com/pages/viewpage.action?spaceKey=9EDSRPV&title=WIP%3A+Towards+a+Security+Reference+Architecture+of+Dataspaces
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Compliance with the upcoming EU Data & Cloud regulations is mandatory but offers market opportunities in EU AND CN (and beyond)

A holistic execution approach is required across the entire ecosystem players:

There are several industry associations on play....

r

Towards a converging Data Space (Security) Architecture

Reference implementation: OSS on Eclipse foundation

*Eclipse becomes the common platform for data space development:
*Eclipse Dataspace Connector (next gen IDS),

oEclipse XFSC (gaia-x Federation Services)

eEclipse Tractus-X (Catena-X OSS baseline)

Standardization is going global

Competition is investing heavily

An overview of data space projects in Europe

Emerging architectural variants

Huawei contributions in Hua-X and Digital Sovereignty projects: technical

r

Huawei contributions in Hua-X and Digital Sovereignty projects: community & roadmap

Recommendations
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Appendix II: Data spaces examples




Three most important community implementations of data space components:

EDC (connector), XFSC (federation), Tractus-X (ecosystem) - all under Eclipse Foundation

<\, EDC - the new Gaia-X and IDS-RAM compliant connector under Eclipse Foundation
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4 EDC — the new Gaia-X and IDS-RAM compliant connector under Eclipse Foundation

One main difference between the EDC and the previous connectors of the IDSA is the separation of the communication into a channel for the metadata and one for the actual data exchange.

* The channel for the data supports various transmission protocols via so-called data plane extensions.

* The metadata is transmitted directly via the EDC interface, while the actual data exchange then takes place via the appropriate channel extension.

In this way, a highly scalable data exchange is made possible.

Another key difference is that, EDC is re-architected to have a small core and to facilitate modularity, extensibility and policy-based automation

https://eclipse-edc.github.io/docs/

The Eclipse Dataspace Connector provides a framework for the International Data Spaces standard as well as relevant

protocols associated with Gaia-X.
The connector is designed in an extensible way in order to support alternative protocols and integrate in various

ecosystems

. Extensible framework and architected to integrate other technological solutions in the following areas

. Data transfer wire protocols including data streams, loT data, large data sets

. Identity providers including OAuth2-based implementations and DID based DIF standards (DIDComm, DWN, etc)
. Data storage, cataloguing, taxonomy systems

. Host environments from on-premise installations to multiple cloud platforms

Guiding principles in developing the connector is simplicity, small core, few external dependences

Eclipse Dataspace Components active member companies: aMapEUS @ v@; % Fraunhofer % Microsoft [ Systems

Connector core is a plain Java
application built with Gradle
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https://catena-x.net/en/offers/edc-the-central-component

EDC is a core component in the collaboration between TTE-DE, ICTL (Cloud BU) and Fraunhofer ISST under Hua-X2.0

EDC is the connector of choice for Catena-X who drive the roadmap for extensions

EDC deployments for MS Azure and AWS are currently under development by MS and AWS

DAPS Connection

Authentication (DAPS) DAT Validation

- SSI - Gaia-X Self Description I

Interface to

Via Web-Portal
EDC-Dashboard

Contract Offering

Roadma P of Uer Contract Offer Module
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PRSI 0t Tronsie s s D Tl s
Catena-X

Basic Brokering/Registry Support
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ERP, MES and PPS systems, Aspect Cache
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Use Case specific
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Catena-X standard: CX - 0018 ECLIPSE DATASPACE CONNECTOR (EDC): Architecture of EDC deployment

Eclipse Dataspace Components active member companies:

aMaDeus &) <@ Zraunnoter B2 Vicosott T Systems

Other reference use cases:

Manufacturing example: a manufacturer needs repairs made to one of its production robots.
The manufacturer and the robot repair agency can use the Dataspace Connector technology to exchange the

relevant information without disclosing sensitive data.

In addition, the documents that are shared between the organizations can have usage conditions and policies

attached to them.
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INCUBATION

@ Eclipse XFSC

2l Cross Federation Services Components

Authentication/ Authorization: OAuth2.0, OIDC, W3C VC, DID, DIDComm

« Description of Code: based on Java Spring Boot framework, Spring Authorization Server, IDP Broker implementation, OIDC to SSI bridge
« Community: T-Systems International
* Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/authenticationauthorization

Gaia-X contribution of GXFS to Eclipse foundation

—

Federated Catalogue }

+ Description of Code: developed with Java, Spring Boot framework, Spring Security, Tomcat, Keycloak,
PostgreSQL, Neo4J, Apache Jena, RDF/JSONLD processing tools. Mainly accessible through REST API;
simple partial HTML frontend for demonstration and testing.

» Community: Fraunhofer FIT, T-Systems International
* Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/cat

Personal Credential Manager: W3C VC, DID, DKMS, DID Auth

« Description of Code: Base SSI wallet based on Javascript, react
« Community: T-Systems International, Vereign
* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/pcm

il

Self-Description Tooling |

+ Description of Code: Angular JS, Java, Python
» Community: Fraunhofer (FIT, IOSB, IAIS), Cloud&Heat

* Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/self-description-tooling

Sy Organization Credential Manager: Aries, Indy, DKMS, DIF DWN, W3C VC

« Description of Code: Javascript, microservice approach, prisma framework, nats, Aries REST framework, Aries Indy framework, Anoncreds
« Community: T-Systems International, Vereign, Spherity
* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/ocm

Workflow Engine }

+ Description of Code: developed using JavaScript and built on the Node.js runtime, low-code workflow
engine. Fork of the popular node.red project with added features, microservice architecture, enhanced user
interface, GUI generator with JSON data

« Community: original node-red contributors, LEANEA GmbH (former Sys4it)
* Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/GXFS_OAW

Trust Services API: DSS, Hashicorp, OPA, LD Proof Chains/Sets, BBS+

« Description of Code: microservices, golang, hashicorp vault, singing, verification, proof creation, Open policy agent, policy execution
« Community: T-Systems International, Vereign
* Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/tsa

]

Continuous Automated Monitoring |

* Description of Code: The CAM consists out of Go-based microservices with a gRPC-based communication
suite between them. Its core functionality is based on the OpenSource compliance checking tool Clouditor
(https://github.com/clouditor/clouditor) and is released as Apache 2.0.

» Community: Fraunhofer AISEC

* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/cam

el NOtarization Service: W3C VC, DSS, elDAS

« Description of Code: Acapy, Java, JavaScript, Node.js, Quarkus, Indy Network, Compliance, W3C credential, Anoncreds, RabbitMQ, DSS (Digital Signing
Service), elDAS bridge

« Community: T-Systems International, Spherity, ecsec
 Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/not

]

Portal |

* Description of Code: React.js is used on Frontend, Java and Spring Boot framework are in the
Microservices composing Backend

» Community: T-Systems International
* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/por

Orchestration }

* Description of Code: Python, Go, OASIS TOSCA, Terraform, Flask, Kubernetes, Docker, Traefik,
Postgresql, SQLAIchemy, OpenAPI, Swagger Ul , Connexion, Tornado, xOpera, FastAPI, Gevent

« Community: XLAB
* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/orc

sy Data Contract Service: W3C ODRL and UCON profile extensions

« Description of Code: The component is composed of a Node.js application. The application uses REST API endpoints to other components. The User Interface
for Self-Description registration is developed in JavaScript, using React.js.

« Community: IDSA, BigchainDB
« Repository: https://gitlab.com/gaia-x/data-infrastructure-federation-services/dct

Data Exchange Logging Service: W3C ODRL (Data Usage Policies) W3C LD notifications

« Description of Code: The component is composed of a LDN inbox server implemented on top of a Node.js server and a PostgreSQL database. The
Administrative GUI uses the React framework.

» Community: IDSA, BigchainDB
* Repository: https:/gitlab.com/gaia-x/data-infrastructure-federation-services/del

https://projects.eclipse.org/projects/technology.xfsc

Further functionalities in a second specification
phase focusing on the area of “Identity & Trust”:

EuroDaT project
IONOS/ Health-X project
Bundesdruckerei/ Health-X ~ Fraunhofer

Community:

* wscotMm TrueOcean/ Marispace-X Capgemini/ MERLOT

* AIP20 RIP Software SE/ iEco VTT

* OpenlD4VC Software AG/ AMS BMW/ Catena-X

* Schema Registry carTRUST IDSA

*  W3C compatibility Fraunhofer Gaia-X Hub Austria

[ Soud PeM Woscom et mao

*  TRAIN-Extension Embeteco 0SB Alliance / SCS Project

* Consent Manager
* Self-Description Extension for Attestation
References

Datarella/ MovelD Gaia-X Hub Germany
Airbus Defence and Space/ Wobcom
Cooperants project EDC project

e EBSI



https://gitlab.com/gaia-x/data-infrastructure-federation-services/authenticationauthorization
https://gitlab.com/gaia-x/data-infrastructure-federation-services/pcm
https://gitlab.com/gaia-x/data-infrastructure-federation-services/ocm
https://gitlab.com/gaia-x/data-infrastructure-federation-services/tsa
https://gitlab.com/gaia-x/data-infrastructure-federation-services/not
https://gitlab.com/gaia-x/data-infrastructure-federation-services/dct
https://gitlab.com/gaia-x/data-infrastructure-federation-services/del
https://gitlab.com/gaia-x/data-infrastructure-federation-services/cat
https://gitlab.com/gaia-x/data-infrastructure-federation-services/self-description-tooling
https://gitlab.com/gaia-x/data-infrastructure-federation-services/GXFS_OAW
https://gitlab.com/gaia-x/data-infrastructure-federation-services/cam
https://gitlab.com/gaia-x/data-infrastructure-federation-services/por
https://gitlab.com/gaia-x/data-infrastructure-federation-services/orc

Part of Eclipse automotive

Tractus-X connects the three major parts of Catena-X ecosystem:
* Catena-X association: responsible for standardization, certifications, and
governance of the Catena-X ecosystem and managing the Tractus-X project
* Development environment: Tractus-X repositories provide initial reference
implementations of the core and enabling services
* Operating environment: Tractus-X supports the use of reference implementation
components by providers:
* core service provider (e.g., marketplace),
* enablement service provider (e.g., Eclipse Dataspace Connector), and
* business application provider (e.g., traceability applications).

Tractus-X supports Catena-X KITs that provide software components, standards,
installation scripts to support development in the area of Catena-X use cases

https://projects.eclipse.org/projects/automotive.tractusx

—[ The BusinessPartner Kit }

eProvides high-quality data records of business partners called golden record including a
unique identifier and the business partner number (BPN)

eLegal Entity Level (BPN L): Search for a legal entity and get the high-quality data set.
oSite Level (BPN S): Get the site (or sites) information of a legal entity.
eAddress Level (BPN A): Each legal entity and site has an address to find the company

Digital Twin KIT: }

eEnables building a comprehensive landscape of distributed Digital Twins of assets
(mostly parts) along the entire lifecycle of the supply chain on top of the Traceability,
DataChain and Connector KITs.

1

Tech Innovation Invented for life

<@> & Microsoft Mercedes-Benz w(‘H/) BOSCH IJ: Systems
®

N @

Fraunhofer @GROUP https://eclipse-tractusx.github.io/

Catena-X contribution of Tractus-X to Eclipse

eenables to apply business logic along a distributed data chains, e.g. aggregation of certificates along
the value chain, ad-hoc provisioning of continuous data chains across company boundaries, etc.

eprovides a connector framework, based on the Eclipse Dataspace Connector for sovereign, cross-
enterprise data exchange.

eCatena-X design principles for EDC utilization:
oSimple, maintaining a small and efficient core with as few external dependencies as possible
eInteroperable, independent of platforms and ecosystems

eDecentralized, software components with the necessary capabilities for participating in a data
room are located on partners' side, data is only exchanged between the agreed points.

eData protection is more important than data sharing, data to be transmitted are fundamentally
linked to policies via contracts; a transfer without a contract is not possible.

eSeparation of metadata and data enables high throughput rates for the actual data transfer.
eConsistent semantics for the data is the basis for the consistency of digital value creation.
®As far as possible, all processes are automated (from determining the identity through to ensuring
the contractually agreed regulations to data transmission)
eStandards and protocols from GAIA-X and IDSA are used as far as possible.
eOne major difference between the EDC and the previous connectors of the IDSA is high scalability
achieved via the separation of the communication into a channel for the metadata and one channel
for the actual data exchange.
oThe channel for the data supports various transmission protocols via so-called data plane
extensions.
eThe metadata is transmitted directly via the EDC interface, while the actual data exchange then
takes place via the appropriate channel extension.
eAnother major difference is the modular architecture with a small and efficient core combined
with advanced functionality offered by connector extensions

eAims to trace parts and materials across the entire value chain to enable data driven use cases over
all n-tier levels without compromising data sovereignty.

eEnables data and app providers to deliver solutions for building data chains and to send quality
notifications.


https://github.com/eclipse-edc/Connector
https://www.data-infrastructure.eu/GAIAX/Navigation/EN/Home/home.html
https://internationaldataspaces.org/
https://internationaldataspaces.org/
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Data Spaces Standardization goes Global (ISO / CEN)

1)  Microsoft is driving the topic in ISO in cooperation with European _ _ _ o ) o _
Commission and related organizations (DSBA, DSSC, Catena-X, ... 1) Huawen_must monlt.or a.nd actively participate in the emerging |nt§rnat|onal,
normative standardization process to secure technology leadership.

2)  Cross domain coherent alignment of experts from standardization, technology and

. . . roduct owners is needed.
2)  Fraunhofer ISST, TNO & DAWEX are driving this as European standard in P ) .
) 3) Cross-boarder alignment of China, ISO and CEN standards are needed.
CEN (https://www.trusted-data-transaction.org/en/)
H1 2023 H2 2023 H1 2024 H2 2024 H1 2025 H2 2025
| . | #
Gaia-X Gaia-X release 22.04 .
1)  Policy rules & labels Gaia-X release 23.11 Gaia-X release 24.06 . P
; 1) Federated Catalogue . . GA Release Gaia-X specifications 24.11
2)  Architecture 2)  Identity. Credential & A 1)  Data Exchange services
3)  Trust Framework ) entity, Credentia ccess
| ) y |
CEN/ETSI CEN data transaction Approved Part 1: concepts, terminology and mechanisms APProval Part 2:characteristics and attributes L EU Dataspace standard v1.0
standardization start of trust in data ecosystems released
ISO ISO/IEC DTS 5928

ISO/IECAWI TS 10866
ISO/IECDIS 5140

ISO Dataspace Standard v1.0 released



https://www.trusted-data-transaction.org/en/
https://www.iso.org/standard/80910.html
https://genorma.com/en/project/show/iso:proj:81848
https://genorma.com/en/project/show/iso:proj:83757
https://genorma.com/en/project/show/iso:proj:86589
https://www.cencenelec.eu/news-and-events/news/2023/workshop/2023-02-10-data-transactions/

Build a standardized data infrastructure modeled in Europe to facilitate data flow and value creation
(main standards and community initiatives of the emerging data infrastructure stack)

INTERNATIONAL DATA
SPACES ASSOCIATION

Referenced in IDS-RAM and Dataspace Protocol

. Protocol baseline ISO OSI model (ISO/IEC 7498-1:1994)

. W3C. JSON-LD 1.1: Linked Data
. W3C DCAT v3 for Data Catalog

. XACML v3 for access control https://docs.oasis-
open.org/xacml/3.0/xacml-3.0-core-spec-os-en.html

¢ ODRL Open Digital Rights Language https://www.w3.org/TR/odrl-
model/, relevant profiles:

. Big Data Profile: Data Usage Control (DUC)

. ODRL Profile for Expressing Consent (Granular Access Control Policies in Solid)

. Data Privacy Vocabulary (DPV) https://w3c.github.io/dpv/dpv/

. DIN SPEC 27070 reference architecture of a trustworthy gateway for
the exchange of industry data and services.

*  WS3C. (2015). Semantic Web: RDF, SHACL, OWL, SKOS

gaia-x’

In Rules and labels document:

Art. 40 GDPR (currently CISPE, EU Cloud CoC),
certifications acc. Art. 42 GDPR, C5, TISAX, SOC2,
SecNumCloud, I1SO 27001, CSA, SWIPO laaS, SaaS
and merged code CoC

In architecture
e W3C.JSON-LD 1.1: Linked Data

. W3C. ODRL Information Model 2.2

. W3C Verifiable Credentials Data Model 1.0.

. W3C. . Semantic Web.

. W3C. Decentralized Identifiers (DIDs) v1.0.

*  W3C DCAT v3 for Data Catalog

OPAL (Open Algorithms) combines privacy-
preserving technology, compute-to-data
methods and a participatory governance
system

Community Initiatives

Catena-X and Mobility data space are Lighthouse
Projects developing one specific Data Space for
ﬁ\the automotive industry based on IDS and Gaia-X

OCEAN focuses on data monetization and
transactional transparency, enable
“compute-to-data“ and leverage DLT for
meta-data sharing and data usage tokens

Inrupt develop a platform on SOLID and
linked data over a decentralized network of
self-sovereign personal data pods

In EDC and XFSC:

OIDC, DKMS / KERI, DIF DID Auth,, DIF DWN, LD Proof Chains/Sets, BBS+

ECLIPSE
=

Catena-X Vision Mehnwerte Angebote Catena-X einfiihren Aktuelles Uber
............... sZiele &Standards & umsetzen sTemine  us

https://catena-x.net/de/standard-library

The Catena-X Standard Library

Our Standard Libra

all our published standards, They are categorized in the official roles of the Catena-X Operating Environment (determining
where you con e cases (determining the field you focus on). Use the filter to display the standards that are relevant for your certification

in Catena-X. Below you will find details on the categories.
Roles

The Catena-X operating environment is based on the idea that there are multiple but distinct roles that aim at providing an attractive and fully functional
ecosystem. Each provi

can take on one or more of the following roles in any combination

(1) Core Service Provider, (2) Enablement Service Provider, (3) Business Application Provider, (4) On-Boarding Service Provider, (S) Consulting Provider,

(6) Data Provider and Consumer, and (7) Conformity As:

sment Body.

Catena-X Standards defined so far for
the following five roles

- Data provider & consumer

- Core service provider

- Enablement service provider

- Business App provider

- On-boarding service provider

Standards not defined by Catena-X so
far for the following two roles

- Consulting provider

- Conformity Assessment Board
But..

Catena-X confirmed intend to conform with Gaia-X (Trust) Framework and Gaia-X Digital Clearing House (GXDCH)

IDSA developed a reference architecture to
operationalize domain-specific ecosystems
that may consist of multiple Data Spaces
Eclipse Data space Connector (EDC) is
leading the way for a new more ubiquitous
data space connector that conforms with
IDSA uses concepts from Gaia-X and DIF
facilitating aligned architecture

GAIA-X defines trust and compliance
services and digital ecosystem federation
lifecycle support and cloud federation
services, which enable the Infrastructure
for the secure, trustworthy data-sharing in
accordance to policy and agreements.

DIF develops foundational elements necessary
for decentralized identities

DIF Secure Data Storage defines a network of
decentralized web data nodes, DID
communication and cryptographic mechanisms
to interconnect secure data storage nodes.

Structura-Xis a Lighthouse Project about
interoperability where 28 cloud providers
who make their clouds Gaia-X conformant

\ X

Catena-

\- BDV 3\5 D:‘w'f“.'ﬂuf

Y] Sovereign
(industrial)
“Trust | Data
Spaces
G,
ISHARE

...... INTERNATIONAL DATA
""" SPACES ASSOCIATION

Sovereign

Eurupsen Sulf- iy

P  |nfrastructure

s ¥ «Linked Data

. |

EBSI and ESSIF focus on identities for EU-

wide and elDAS compliant cross-border
public services using blockchain technology

/

W3C defines specifications for identification and
verifying claims attributed to identifiable entities
W3C defines linked-data specifications for
semantically enhanced data linkage



https://www.iso.org/standard/20269.html
https://www.w3.org/TR/json-ld11/
https://www.w3.org/TR/vocab-dcat-3/
https://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.html
https://www.w3.org/TR/odrl-model/
https://w3c.github.io/odrl/profile-bigdata/
https://protect.oeg.fi.upm.es/solid-consent/
https://w3c.github.io/dpv/dpv/
https://www.beuth.de/de/technische-regel/din-spec-27070/319111044
https://www.w3.org/standards/semanticweb/
https://docs.gaia-x.eu/policy-rules-committee/policy-rules-labelling/22.11/policy_rules_labeling_document/#mapping-and-referencing-of-existing-standards
https://www.w3.org/TR/json-ld11/
https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/vc-data-model/
https://www.w3.org/standards/semanticweb/
https://www.w3.org/TR/did-core/
https://www.w3.org/TR/vocab-dcat-3/
https://openid.net/specs/openid-connect-core-1_0.html
https://github.com/hyperledger/indy-hipe/blob/49fcd78883d38babe9c95a4e1d150969797cffa2/design/dkms/dkms-v4.md
https://decentralized-id.com/projects/gleif/keri/
https://identity.foundation/working-groups/authentication.html
https://identity.foundation/decentralized-web-node/spec/
https://www.w3.org/community/reports/credentials/CG-FINAL-data-integrity-20220722/
https://identity.foundation/bbs-signature/draft-irtf-cfrg-bbs-signatures.html
https://catena-x.net/de/standard-library

Contents

7

\.

Compliance with the upcoming EU Data & Cloud regulations is mandatory but offers market opportunities in EU AND CN (and beyond)

7

\.

A holistic execution approach is required across the entire ecosystem players:

7

\

There are several industry associations on play....

7

\.

Towards a converging Data Space (Security) Architecture

7

\.

Reference implementation: OSS on Eclipse foundation

7

\.

Standardization is going global

J

Competition is investing heavily

7

\.

An overview of data space projects in Europe

N

7

\.

Emerging architectural variants

7

\.

Huawei contributions in Hua-X and Digital Sovereignty projects: technical

7

\.

Huawei contributions in Hua-X and Digital Sovereignty projects: community & roadmap

7

\

Recommendations

7

\.

Appendix I: Core technologies

7

\.

Appendix II: Data spaces examples




EU Dataspaces Market Overview

Catena-X member & Confinity operations

» Therules of the data economy are being rewritten in Europe with
general and sector specific data legislation, trust infrastructure

and standards

KEY MESSAGES

» Hyperscaler “gatekeepers” are not favored

» Common data spaces are central to EU data strategy for a single
market, through which organizations and industries shall co-

operate in Europe.

» Huawei must develop an Dataspace offering to participate in this

future regulated EU digital Economy

Examples of government supported Dataspaces
» EU & National bodies are funding formation of vertical dataspaces in different verticals.
There are over 30 dataspaces announced

Mobility Data Space

Sponsored by the German
Government with over 200
stakeholders including BMW, VW,
Mercedes, Caruso, DB, HERE

Sharing sensitive data such as floating
car data and mobile network
movement without the fear of data
exploitation.

Being redesigned according to an IDSA
GAIA-X Architecture

Catena-x

is data space community formed by
the Germany automotive industry

Most advanced data space project in
Europe at present with €220 million in
funding

Founding partners of the consortium
include BMW, VM, Mercedes, DT,
Bosch, MSFT, SAP, Siemens.
Membership will increase to 1000
members as the network scales up

Structura-X

European cloud providers have
launched Structura-X, fully meeting
Gaia-X requirements. 28 companies

and organizations have agreed to
make their cloud services Gaia-X
compliant.

Atos, Aruba.it, DE-CIX, DT, IONOS, KPN
and Vivacom are main founding
partners

Examples of enterprises investing in Dataspaces

EU27

EEA

Total

90 105
8.4 10
98.4 125

TMFORUM Telco Dataspace

New TMF initiative to build a trusted
ecosystem for data in the telecoms
sector for collaborative use cases.

Aims to enable Telcos and their
partners to execute collaborative use
cases while reducing integration
costs

Allows members to retain sovereign
control of their data and stay in
compliance will industry and
government regulation

Airbus SKYWISE

A company-led private data
ecosystem running for a number of
years that encourages data sharing

between Airbus and its supplier and
customers

By combining in-flight, engineering
and operational data from 10,000
aircraft and airlines in an analytic rich
environment

Skywise provides a purpose-built
industry data platform to address
Aircraft Operations

Confinity -X Pataspace g
T-Systems, BASF, BMW Group,
Henkel, Mercedes-Benz, SAP,
Schaeffler, Siemens, Volkswagen and
ZF formed the joint venture
Cofinity-X, for the operations of
Catena-X applications in the
automotive value chain.

Sovereign Cloud developed in
cooperation with Google and DT will
be used as platform



https://www.plattform-i40.de/IP/Navigation/EN/Manufacturing-X/Manufacturing-X.html
https://gaia-x.eu/news/latest-news/hannover-messe-manufacturing-x-to-transform-data-space-industry-4-0-in-europe/

Data Governance Strategy of Competitors (in EU)

F‘“ - ;;;,;;,,,;,,,,,;,,,,,,,, —
—
_
g -

/ Microsoft
Azure

Google Cloud
Partnering with the heavy-weight champions and Developing co-offering with EU market sector Azure has a Gaia-X / OSS contribution strategy, to build
expanding to their supply chains to build data- champions, e.g. Thales for “Defense cloud” in FR and a compliant service offering with first-mover ambition
ecosystems, e.g. DPP with VW. Member of EDC Telekom for “Sovereign cloud” in DE. g
o o e s THALES AND GOOGLE CLOUD ANNOUNCE GAIA—XI gets new support with European Eclipse
= hmomei., o AECIC PARTNERSHIE IO JOINTLY
> FRANCE R

T-Systems Sovereign Cloud powe

by Google Cloud

Full public cloud functionality for your digital transformation — full sover

Google joint as day-2 member of Gaia-X. Since then,

AWS bgcame day-2 meml?er and stays silent if‘ Gaia-X GCP supports Gaia-X in different public events and Microsoft as day-1 member of Gaia-X and contributes
in pUbI'C_ events and working groups but con.trlbutes to participates in many working groups in “listener” mode. significantly (mainly Architecture, Federation & ICAM).
EDC (Ef:llpse D?ta Spacg compc?nents) focusing on EDC GCP focus on strategic alliances and contributions to Big contributor in EDC (Eclipse Dataspace Components)
extensions for integration of with the AWS stack. Catena-X, EDC, etc., through partnership with EU focusing on EDC Identity Hub and conformance to DIF,
companies such as T-Systems and Thales IETF, W3C for identity & linked data
Leveraging no 1 market position Similar to Huawei’s OTC model Similar to Huawei strategy
V¥ | |05 | EUcloudproviders are day-1 members of Gaia-X and Dataspace New European join ventures and startups are initiated to provide
OVH.com initiatives with substantial financial support from EU programs. .:: SOV Dataspace operation services in different vertical domains.
> = Intel has a limited contribution focused around bringing SGX technology into the Alibaba is on of the 20+ companies in China who have shown interest
——" deployment options of EDC — in IDSA China Hub and were informed about the MVD demo of EDC



https://www.figma.com/proto/hVkvoEmzIqo33JE9KEpk4G/Dataspaces?page-id=15%3A167&node-id=15%3A2836&viewport=3072%2C438%2C0.16&scaling=min-zoom&starting-point-node-id=15%3A2330&show-proto-sidebar=1
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Established data space trend 1: Industry & International Data Spaces

Industrial / international data spaces are designed for scalable enterprise data exchange and collaboration among
businesses and organizations.

They must handle a wide variety of structured and unstructured data, often at high volume and velocity.

They provide robust data ingestion, processing, management and usage control mechanism of the data based on commonly
agreed policy.

Industrial Data Spaces are build to facilitate data exchange and collaboration at an industrial or organizational level. In these
environments, data from various sources, including 10T devices, operational data, business data, etc., is pooled and made
accessible to participating entities under specific conditions.

The governance model in industrial dataspaces ensures a secure, controlled and equitable sharing of data, respecting data privacy
laws, facilitating collaboration and value creation.

Gaia-X Framework offers a reference architecture for the trust model underpinning the digital ecosystem federations upon which
industrial data spaces are established and operate.

The typical data exchange pattern for industrial / international data space is that of an IDS connector architecture and the IDSA
Data Space Protocol

The emerging reference architecture of data exchange in such data spaces is based on a convergence of the IDS-RAM and the
Gaia-X Architecture on a baseline defined by the DBSA convergence activity

Most of the current European lighthouse projects follow this model with Catena-X, and the German Mobility Data Space (MDS)
and (more recently) Manufacturing-X being the most widely recognized initiatives in this domain

The EDC data space connector is become the de-facto industry standard reference implementation of a connector for an
industrial data space replacing previous implementations of IDS connectors that were monolithic, synchronous and hard to scale.
EDC and XFSC (OSS GXFS) constitute the key elements of an OSS for this type of dataspaces with Tractus-X being a first domain
specific ecosystem OSS of this model focusing on automotive data spaces.

All elements of the OSS reference implementation stack for this model are under the auspices of Eclipse Foundation

TTE-DE has been producing a reference architecture detailing this convergence and how certain technologies for decentralized
identity federation and data usage control fit on such architecture.

Hua-X.2.0 project between TTE-DE, ICTL (Cloud BU) in cooperation with Fraunhofer ISST is building a reference implementation for

offering (access to) such a data space as a service

Governance of Acceptable Trust Anchors,
their scope and ment of vocabulary

Trust Services provided by a Federator manages|
Trust Framework Agreements that are Baseline
policies and rules Inthe form of ADP policies
enforced to be part of an ecosystem

Dataset(s) transferred from Provider to
Consumer [or vice versa)

Metadata Description of
Datasets/Provider/Consumer

transactions, If required by the contracts

f:
B

]
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[

Trust

Anchor/Identity
Provide
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Metadata
Broker

N
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>
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Connector
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>
\
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N
Clearing

House Q /

~| App
Store

4 Data Consumer
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—— 4 Detaexchange acive]
Data exchange (inactive)

Metadata exchange

App dovinload

Trust Framework Agreement
Extension
« = === % Obuaining Credentials

DAPS Connection
DAT Validation

$5I - Gaia-X Self Description

Via Web-Portal
EDC-Dashboard

Ul for

EDC Confract Negotiation

Interface to
Contract Offer Module

(Automated Policy/Contract Handling)

https, $3 File Transfer Push, REST

Extended Support of Data Transfer Techniques,
like streaming, polling, events, Kafka, MQTT, ...

Basic Brokering/Registry Support

Extended Brokering/Registry Support

Phasade APls, Data Lake solutions

ERP, MES and PPS systems, Aspect Cache

available

planned




Landscape of Data Space initiatives: “data space radar” - focus on industrial data spaces

Legend

0 Use Case

Levels of Maturity

* Lead In: A need has been identified and organization or consortium is in the phase of shaping use cases

* Case Committed: The use cases, value, roles and an initial implementation plan are defined & committed
* Pilot: First prototypes have been tested in a use case pilot

* Live: Use case is running live and data flows in a sovereign way between data sharing parties.

© Data Space

© Level of Maturity

LEAD-IN

CASE COMMITTEp

c + 0 0 ~c 3 0 2
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Source: https://internationaldataspaces.org/adopt/data-space-radar/
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Manufacturing-X

[Link 1]

[Link 2]

Boost 4.0

Boost<

BG OATA FOR FACTORIES o)

https://boost40.eu/

ManuSpace

[LINK]

Green Data Hub
-DIO:

Data Space
Energy Transition

‘W'\\\' Green

vww.greendatahub.at/?lang=e

Mobility Data
Space (MDS)

Mobility
Data Space

https:

mobility-dataspace.eu

Catena-X

Catena-X

Manufacturing-X will create a decentralized and
collaborative data space (ecosystem) for Industry
4.0 (1.4.0) in order to realize an intelligently
networked industry.

Turnkey use of value-added services in diverse
production environments.

Combine production infrastructure & cloud
Enable fast composition of 1.4.0 services to
reduce integration time & cost-to-market

Foundations of a sovereign manufacturing oriented
European Industrial Data Space (EIDS) including.
Set up 11 lighthouse factory trials. 0SS
implementation of data connectors, certification
process, and aligns data space data models with
EIDS-RAMI 4.0 the European reference architecture
model for Industry 4.0

Optimize process, reduce cost and time it takes to
get these life-saving medicines to people that need
them.

Manage supply chain in the energy sector, form
energy communities and optimized energy supply
and demand / power grid stabilization.

Offer new data services and products for renewable
energies such as:

Better plan energy production with multi-factor
data from many sources & locations

Intelligent energy distribution & storage and on
demand utilization in energy communities

Al forecasting and optimization models —e.g.
for dynamic charging management of e-cars

MDS. enables the sovereign handling of data for
digital mobility solutions.

common rules for trustworthy transactions
reduces the economic and technical
dependence on large private providers
creates a basis for a cross-modal and
intermodal mobility system

To create the first uniform standard for data
exchange along the entire automotive value chain
An extensive ecosystem for all stakeholders of the
automotive value chain (manufactures, suppliers,
dealers, app/platform/infrastructure providers)

BMWHK (German Gov.) invests

€152 million for R&D pilots to

implement cross-industry use

cases of Industry.4.0 data space.

e  To be designed and
developed in close
collaboration with GAIA-X
& GAIA-X hubs.

*  Announced April 2023

Boost 4.0 was the Biggest EU
initiative in Big Data for Industry
4.0, with a 20M€ and 53 partners
including IDSA, VW, Volvo,
Siemens, Telefonica, i2CAT,
FIWARE, ERCIM, IBM Israel
among others

Irish Manufacturing Research
|ServBlock | NEXA EAM |
Ingeniero Solutions | Unison
Process Solutions | iISHARE |
FIWARE

Data Intelligence Initiative (DIO),
KELAG, Siemens, E&Y, AWS,
Microsoft, HPE among others

ADAC, BMW, DB, DENSO, FhG
ISST, Software AG, T-Sytstems,
Tom Tom, Sovity among others

BMW | DT | Bosch | SAP |
Siemens | ZF | Mercedes-Benz |
BASF | Henkel | Schaeffler |
German Edge Cloud | ISTOS |
SupplyOn | DLR | Fraunhofer |
ARENA2036

Lead-In
Data space ecosystem

(recent and in yet in
IDSA data space radar)

Data space ecosystem
Pilot

(likely to be superseded
by Manifacturing-X)
Data Space

Case Committed

Data Space

Case Committed

Data Space

Pilot / Live

Data Space

Case Committed

I e R R N

Gaia-X
Framework

Eclipse XFSC

IDS Identity
Provider (CA,
DAPS)

IDS App Store
IDS Connectors

i4Trust
components
iShare delegation
(OAuth/XACML)

EDC (Eclipse
Dataspace
Components)

Nexyo as the hub
for testing

IDSA compliant
stack on top of
EDC

Switched to EDC
in 2023 [LINK]

IDSA compliant
stack on top of
EDC

Switched to EDC
in 2023 [LINK]


https://www.bmwk.de/Redaktion/DE/Downloads/F/forderkonzept-zur-unterstutzung-der-industrieinitiative-manufacturing-x.pdf
https://www.data-infrastructure.eu/GAIAX/Redaktion/EN/Artikel/UseCases/smart-manufacturing.html
https://i4trust.org/experiments/manuspace/
https://mobility-dataspace.eu/de/mobility-data-space#c3146
https://mobility-dataspace.eu/de/mobility-data-space#c3146

:f5l: Catena-X (Automotive industry

Value Proposition: “Network of Networks”: A global data space ecosystem for the automotive industry

* Comprehensive: A sovereign, multi-tier data exchange and use case collaboration across the entire value chain
* Sovereign, federated and interoperable: Incorporating GAIA-X principals and frameworks
* Industry baseline: One operating model and federated operating system for the data space
* Global impact: Key lighthouse project offering use-cases for both Gaia-X and IDSA

* Future proof: Drives the improvement and adoption of Eclipse data space components (EDC) and IDS-RAM(v4.0+)

* Neutral governance, including (Gaia-X compliant) conformity assessment body (CAB)

* Foundational services and standards built upon 0SS (KITs) with dedicated developer journeys

* 0SS under Eclipse Foundation via a new Eclipse data space project Tractus-X under Eclipse Automotive

eg.loT
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Upload
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Trusted Identity /

Notarization Service
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Contracting / ...

Marketplace
Navig., Apps, Services

Authentication
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Data Exchange Option A

Note: EDC = Eclipse Data Space Connector (0SS)

Digital Twin m Semantic
Registry | Hub
Self-Description Hub
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No operational data

Digital Twins / ShopFloor
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First Data Space Verticals go Global — Example: Catena-X
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: Confinity-X (Automotive industry data space app store)

Cofinity-X

https:/ fwww.cofinity-x.cam

a} Vision:
EUSF, BMW up, Henkel, Mercedes-Beng, SAF,
SchaeHler, Siemens, T-Systems, Volkseagen and IF.
EDLC s the coniecton of clesice b Catena-%
ol the haseline Sechnology for Confinity-%
i l y— I
Current Goal:
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Confinity-X is essentially the first data space "app store” providing commaon
capabilities for data space development that build on EDC and are Catena-X compliant

# Cafinity-X aims o implenent parts of the Catena-K retwoek, which alloes for te sasy and
last daployment of camplian products and serdess seross the aulamalive industry.

* EDC s ona af this key technalogies for the sovereygn data exchange within a dataspaca for
EVOTY COMpATE

= Companies can deploy Cofinety-0's EDC as-a-service or as-a-hoemise depending on their
specific neads and reguirements,

= Cofinity-X will follow 2l Catena-X standards without any central data siorage.

& Cafinity-X erables cross-company data excharge with full dasta soversignty and peer-to-peer
dutn suchangs, but will nat have any arcess tn the excharged data,

& The current goal of Cofinity-X & that the Lolpse Dataspace Connector [LOC) 1s used by each
company fo have ane set starclard for data suchange across the entine sutcmative industry,

# Thueme skwriclards. vl wllcyy sm wrifarm snd sovereipn data frsmder, the crestion of dats chains,
exersi-cempany intsenpernabilitg and an apen s sale natwoek. The Cofinitg. vsiee i
tachaakagically agnastic and alkvws thi adaptation af al diferant standands.



New data space trend 2: Personal Data Spaces

Personal Data Spaces are designed around individual users, enabling them to maintain control and portability over
their own data, deciding who has access and for what purpose.

This includes diverse types of personal data like photos, texts, health records and more. In personal dataspace, users
can decide where their data is stored, who can access it and for what purposes.

The architecture of personal dataspaces usually prioritizes ease of use, transparency and privacy.

The typical data exchange pattern used in personal data spaces is that of a data pod with either SOLID data pods, DIF
Web Data Nodes being and digital wallets / vaults being the most characteristic examples

MyData Global is the main forum where new projects focusing on personal data spaces are concentrated

The Gaia-X Framework aims to support ecosystem federations also for personal data spaces although Gaia-X use-
cases and lighthouse projects in this domain are not as well developed as for industrial data spaces.

Inrupt (a start-up by Sir Tim Berners-Lee and Dr Bruce Schneier) is a noticeable new industry player in this domain
that is at present a disruptive outlier that remains outside the influence of the MyData Global and Gaia-X
communities.

The focus is on empowering the individual, ensuring they have complete autonomy over their personal data,
enabling them to leverage their data for personal benefit while protecting it from unauthorized access or misuse.
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MyData Global Principles and emerging model: focus on consent management

Theo to update

* Consent as a cornerstone of MyData principles person

Background: Current state (As-is): Future vision (To-be): /
¢ An insurer wants to calculate the correct fee for a driver in the UK ¢ The driver needs to complete input forms and provide the | can authorize the DVLA to verify that | have a valid driving license, | am in a given age range, . .
« The insurer requires information about the identity, age, health necessary information over the web/email and authorize have no convictions and/or no penalty points in my driving license and no known medical Right to give, deny or revoke

conditions and convictions of the driver in order to produce a the insurance company to access or verify DVLA information | conditions requiring additional check-up. . Purpose for the usage "

competitive quotation at a later stage with the risk of invalidating the offer or * The insurer never gets exact age, health record, conviction or penalty history [—

agreement * The insurer provides and accurate offer for driver insurance that can be binding. . j e s =t o ;
| Personal data space consent enablement e | can authorize the insurer to provide privacy preserving input to financial and driver risk & .
; 1ent services in order to benefit from further low risk discounts. ata source Consent requester

Example: Minimum Viable Product for City of
Helsinki’s MyData Operator implementation

Use-case 2: Reduced daycare fee for families project (2020-2021)

Background: Current state (As-is): Future vision (To-be):

« By law in Finland: « Family income data has to be submitted by filling manual forms in « Citizen can authorize the city to verify his/her annual income. « Citizens can authenticate themselves to access a city service
« Cities have to organize daycare services pdf format either by mail or secure email to the City of Helsinki’s « With my consent, the city can automatically check my income from the o Citizens can grant, deny or revoke consents on personal data use
« Parents’ financial situation defines the rights to reduced day-care fees customer fee unit. National Income Registry and determine the correct applicable daycare for a specified service (as in compliance with regulation)

* Helsinki daycare is organized for ~27 000 children p.a. fee with potential reductions for my child. e Human-centric approach in Human Computer Interaction

* To be eligible for a reduced daycare fee, both parents must provide city with requested | Personal data space consent enablement o Users understand the purpose consent for data use is requested

Helsinki’s approach to ethical and
transparent management of personal

Citizen™-.
da

[ ]
Compliance and
ethical board

OASC: MIMs Promote Digital Smart City and Combine Personal Data Space to Build Digital Life
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Open & Agile Smart Cities (OASC] is 3 non-profit globel city and community netwerk founded in " i g i i
2015. Currently, OASC has ¢ ountries around the woeld (EU, Argenting, Brazil, s o .
fustralia, Japan Korea) e 10 join. The kowest common denominator 1or exchanging J 5 : ot

salutions, services, and data between cities: Minimal Interoperability Mechanisms
J )
PO
https/www.nmydatashare com/oasc-mimd-specification . — R P
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MyData Global Principles and emerging model: local & international transactions
0 ARBETSFﬁ'RMEDLlN GEN —[ Real-life Pilot by the Swedish Public Employment Service: )

J
SWEDISH PUBLIC EMPLOYMENT SERVICE

¢ Data infrastructure for competence provision and lifelong learning
e gives individuals control over their data,
e allows them to access personal information in public agencies and to share it with 3™ parties

: ]
General Case —[ Use-cases: |

1. The individual goes to the data consumer/service o Certificate exchange: Individual requests public agency certificate to share with private company

* Aggregation of data points & exchange — Internship program: An individual collects information
from many sources and shares it with another agency in exchange of an authorization certificate.

Data Manager

provider’s website to receive the desired service

2. The data consumer/service provider prepares a data

e T TR
ot Holder 2 request and redirects the individual to their control panel

vaamoiders | | 3. After identification, the individual gets access to the *Personal data has a loose definition and traverse *Put the individual at the center to maximize control
Ex. Public agency | many data domains -
eEnsure portability of data

Personal Data Space within the data holder and reviews Law treats personal data differently effecting S Lo
technology/usability *Minimize duplication of data unless necessary by use
the requested information e Data is distributed and duplicated across agencies case
— . 4. Once satisfied, the individual grants the data * Individuals do not own the data *Create data spaces from data source only accessible by
- //@' wooo| credential - f) e . . e Data is (largely) inaccessible to the individual the individual
registry consumer/service provider access to the data and to the «Data won't be deleted at source «Controlling data at source and allowing access to it, is
certificate of authenticity «Some Data have an expiration date more efficient than storing information in
¢ Data will most likely be copied at destination intermediary apps and posses less security / legal risk
___________________ & - | T e =
o« | SDG N
International configuration
Data Consumer |4— o) —— ¢ —»| DataConsumer 0OTS Node e 00TS — 00TS com—— OTIE P 0O0TS Node
Public Agency P k T &7 Other Data holder B Connector > Datamanager] ¥ ¢ e 8l Connector e Data Consumer
Exchange in EU network 4 2 ;

Data Manager §
) & il

Data Manager
Data Consumer . \ I‘r;:!l'fr'w&
Private Service ///“\/ B 45/ ——| Data Cnnsur‘ner »uu( horization
provider e ——— b|  WalletSolution Final
o '
Pebvate Pod Other — ety Ahontin
Company Servers solutions Exchange Credentials consent
. . French
o : Hospital
e Solid is a W3C standard / protocol focusing on data sovereignty & portability: c%%,
g ) -
Define semantically how applications, resources etc. relate to each other EU network
Technology choice: * 0SS rt?ference imp.lementation \digatccosyatem federation)
W3C Solid tocol *Growing community for support
olid protoco . ) )
P e Data oriented (rather then service oriented)

eEnables interoperable distribution of application
e Allows for lose coupling and des not impose configuration of elements




Digital Flanders project becomes main Solid Data Pod pilot (Flemish Government in Belgium)

Digital Flanders is currently conducting a number of projects using Inrupt Enterprise
Solid Server to securely share data, including:

. MyDigitalMove: With a citizen’s consent, it takes data from the national
register and places it in a personal data store. The citizen can then choose
with which organizations they want to share their new address, fulfilling
data compliance requirements and simplifying the moving process.

. MyProfessionalData: allows work-related data—such as an employee’s
place of residence, diplomas, salary slips and holiday certificates—to be
shared with a new employer in a way that relieves the employee of the
burden of transferring this data manually. The project also allows service
providers to organize their processes more efficiently.

Digital Flanders has also established the Data Utility Company, which will explore
the possibilities of providing services using personal data stores to organizations and
governments outside of Flanders.

All 6.5 million citizens of Flanders will have the opportunity to activate their own
data Pods. Citizens can choose which data they share, which organizations should
have access to the data and for how long the data is shared.

The data is stored in a standardized format that all participants in the Solid data
ecosystem can use.

Once users have activated their Pods, they can interact with Digital Flanders’ pilot
projects to better utilize their data.

https://www.vlaanderen.be/digitaal-vlaanderen/athumi-het-vlaams-datanutsbedrijf/the-flemish-data-utility-company

What is a dataspace? Data pods (example: inrupt.com / W3C solid)

centralized Web apphications decentralized Web applications

e ——

My egeny

malliple
data silos

iy pictares Pers0mEl my conact et

- data pod —

SOLID concept

SOLID architecture

SOUD platform specification consksts of the following components:

*POD Prosider —Cloud storage service [like Dropbex or Micrasoft One0nye) Rosts the SErers on which the user's dats is stored.

sResource Storage — Corsists of both ron-BDF data (e.g. jpeg or pdf fikes| as well as ADF data stored as JSON-UD. All dana are
wlowed as files. Data i sourced from and used by 2oy Solid-compatible applicatsons the user loads.

*Linked Data Flatform (LOF) — POOs contam code enabling them to work with Linked Data, indudes *private” and “public” LD¥
CONTANETS Wit (STerent acoess control rubss established by the user 1o determing what data i shared and what daTa is priane
“WeblD — A el authentication protoool. This is Solid's decentralized and openly extensitide identification system.
“Matification Suppost — Saftwars within POOs that alart users ta changes in gither Content or Brosss

*Patch Update — Patch capabilicies sllow scftaare running in Solid FODS to be updated by authanzsd partes

*Access Controd List {ACL) — ACLs keep track of who has acess 1o what data and when. Enables PODs rack autherizatons.
*HTTF — Uised to transmit daia aver the web as wedll as betwesn components within the PODs themselves

“REST — Enabiles Linked Data to be created, retrieved, updated, and deleted aver HTTF

$30M round A investment in Dec.2021 2021 cooperation

4 Vlaanderen

| REST Service |

Acoess LDF

; Ume - oo |8

Control E ] el § Support E
Mmﬁ = bl R Palch
Noticalion || = | jmageror; WO Update

Support Resource Storage
=
SPARCL Support Link Followlng Support E

S0LID data POD architecture

The user controls own identity using an RDF profile document, often stored on a pod server
The user loads a Solid application from an application provider

Thee application obtains the user's pod from the identity profile

It then follows links from the profile to discover data on the user's pod, as well a5 on other
pods, perfarming authentication as needed

A pod stores RDF and non-RDF resources

Pod servers support LDP, patching resources, access control, live updates, and SPAROL query
Applications store linked data in users’ pods and access it via LD#

n Bruce Sir Tim Berners-Lee
Core CEQ & Co-founder CTO & Co-founder

S0LID architecture features:

. - N T
gy accenture i e Team: Bruce Schneier Davi Ottenheimer
PodSpaces Data Uity Compary ief Security Architect WP & Cloud Architect
DEVELOPER FEOVIDW Digital Fland=rs https-ffanae bbe coukftagether ht‘tps‘ffw inrupt Comj’
hittps:/fstart_ap.inrupt.com hittps:/ fuewewe vlaanderen_bey) i ' '
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SEMIC Expert group proposes EU strategy on personal data spaces

Thursday, 12 January 2023

Together with the Interoperable Europe unit & the EU JRC (Joint Research Center), the first workshop on Personal Data Spaces was held on Thursday 12th of January 2023.
Both the MyData Global and SOLID communities were brought together to discuss and frame the interoperability challenges between various personal data space implementations.

09:30 - 16:30 Brussels time

The objective of the second workshop was to identify how existing and potential personal data space technologies can ensure semantic and technical interoperability
Use case driven analysis was used to identify the key building blocks of personal data space technologies in an architecture that is conformant to MyData Global principles.
These building blocks will include Identity, Data Modelling, Service Management, Access Control, Governance and Logging.

The third workshop focused on the co-creation of a common vision on what personal data space providers will bring to EU Member States for the next two years (2023 and 2024).
The goal was to draft a roadmap up until 2025 on some of the questions raised above for the advancement of EU-wide interoperable personal data spaces in the coming years in preparation of the EU
launching future initiatives to accelerate R&D in the area of personal data spaces and facilitate convergence.

Roadmap for personal data space development is based on building on MyData Global principles and W3C Solid

Technical . ) . .
e e - — - - Protocol alignment with DSSC support for personal dataspaces and and Gaia-X architecture & DSBA convergence
eCommon requirements and capabilities; which ontologies, data models,...
Short ¢Continuing implementation of business use cases. i
A . Short term Middle term Long term
term: ePrometheus-X as a reference example in Gaia-X Supportinltatives fiing the Issues and I g
. . . . di trate the added value of B :
Data spaces involved in the Olympics, Paris 2024. . . o erson G 3
vomgacss (@) s : O 2
- sh fories of I data d ctive commiunity K]
Middle eImprove the cross-over between Al, large language models and data spaces. . ;;;:;f;;f;;g? betscasliety spaossen O . d
- «Build bridges between data spaces and interoperability. Business N e pefsen actorsfo esalufon Tagging OCAP %’
g op personal data space )
° Finding Sponsorship. initiative LhmughoulEul.npe . . O E
Share lessons learnt amongst__ -~~~ . Guidelines on §
the community how 1o delegate _g
Lon g . Elinor-xfor SCC . consent | &5
eImplementation in browsers. SIDAS raaming with personal c
. g with pe
term: data for specific use cases Semantic interaperability work . S
— structuring of personal datd E
Publish of the white paper . for interoperability Conrdinate N %
Business & Operational Operational Gognitve it Twns ® e st
. [ PI|:‘J|5 lu‘ dtimonslraﬁ :he' entities in the different g_
— - — - - — echnical nteroperabilty of Momber States K
Short #Visibility; promotion of our activities; Improve Clarity ; Creation of focus groups; Highlight success . B solutions E’
stories & lessons learned; Create list of concrete issues + owners of the issues to validate & stimulate . 2
term: MVP( s . bl d t) t- . EU Data cooperatives . *‘-:'
minimum viable product) creation Develop a PoC between 3
&IDAS opetators in different MS to Mag’;‘;?;:é:’g;&mz:‘;"”" =
. . . User fi lity and wall investigat dentity o
«Proposal to have a road tour across Europe to identify solutions oo . technoogies Fed OIDC & 2
DIDWeb)
ePromote the road tour to create awareness . Standard Personal Data . E
H . . . Model
Middle eCreate 360 degrees guide: technical, practical, and legal aspects : . - §
. . . . Personal Digital Twins =
term: eReduce cost of adoption by creating a common layer (technical, semantical,...) that everyone can Researhon comectonto 3 List the comimon protocols, (unjnecessarly Imit the DGA . 3
. ity Ligital Twin data models, etc. Identified R d E
relate t.o.' Functional during WS2 i actors on he D[S
*DPP: Digital Product Passport paradigmehit el
i eThe current market response for accessing data is often a data dump. In personal data spaces, Technological Legal
term: accessmg data '_S key and thus is data access control. . o . Short term (< 6 months), middle term (< 1 year) and on long term (< 2 year (before September 2024)
*To establish an interoperable data access control mechanism, legislative support will be needed.




Prometheus-X personal data space project becomes the basis of Gaia-X DASES

Data Space Education and Skills (DASES) has created a WG in Gaia-X French hub for bringing together various actors in the educational sphere

in order to facilitate European personal data spaces for education and skills data.

Prometheus-X portal is put forward as a MVP (minimal viable product) for sovereign ecosystems of education and skills data in Europe.
Gaia-X and DASES aim to provide the network, the governance and the infrastructure necessary for the interoperability of education data.

Use-cases for skills:

- Pooling data to offer better services to people (employment,
training, education, etc.)

- Creating ethical networks of personal data

- Enabling the individual to receive personalized lifelong learning
- Providing interoperability of skills data
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Use-cases on data sets: pool aggregated data in order to train
artificial intelligence algorithms.

- Allow actors to cross data sets that are currently fragmented
- Limit cold start problems

- Exploit unused data in a trusted environment

- Larger datasets open up training possibilities for ML models
- Interoperability of educational data
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Data intermediary principles:

People manage their consents from a central place
Data intermediary do not store the personal data nor provide services on it:

. i Individual

Use-cases on data sets: Impact study.

- Allows stakeholders to easily access data that measures the
impact of their solutions

- Ensures interoperability of datasets in order to compare over
longer periods of time or with more data

- Interoperability of educational data
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Prometheus-X building blocks

* aim to help build data intermediaries and guarantee their interoperability.
*  together with the governance layer guarantee that organizations that are connected to one

data intermediary can share data with organizations connected to another intermediary

. respect GAIA-X, IDSA and Data Space Support Centre specifications

Separation of Powers Principle , £
» Data intermediaries are interoperable K"/J
* Data intermediaries rely on open governance and standards GRS Do intermediay LN
* Data intermediaries allow open and decentralized ecosystem * -
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New data space trend 3: intelligent transport and cooperative mobility

Intelligent Transportation System (ITS) Data Spaces and mobility data spaces are designed to offer an

open ecosystem that enables the trustworthy exchange of data between different traffic participants,

providers and operators in order to optimize traffic flows, increase safety and protect the environment.

. Sensitive data, such as travel documents or passenger flows, which are generated by vehicles or
privately owned mobile devices, may be collected and processed by public transport providers,
navigation service providers, fleet operators (OEMs) and mobile communication providers (MNOs).

. In such a multi-OEM, multi-MNO and multi-vendor environment, generated data need to move
between different trust domains and even different legal jurisdictions.

CCAM :

CONNECTED, COOPERATIVE L4
& AUTOMATED MOBILITY

Avoid fragmentation
consolidate all EU CCAM activities in one single
industry platform.

Budget 1.2 B€ .

‘Kick-start’ deployment of CCAM in Europe

. large scale pre-commercial deployments
— ResEARGH
/7v = . Influence policy and standardization
//s “"fﬁ’;‘.’*tﬁﬁ‘\ . regulatory needs, standardization (ISO, ETSI, et al)
% 70
é?»?&%é?%/_,lgx@ *  CCAM association under establishment
, . open for all, low membership fee to attract SMEs.

1 \ \
LARGE-SCALE | |
~| DEMONSTRATIONS

)

\
— |

INTEGRATING THE
VEHICLE IN THE
TRANSPORT

Trust challenges in ITS and Mobility Data Spaces:

ITS data spaces aim to create data sovereignty and a trusting environment for data providers in
order to give data users the assurance about data origin and quality.

Due to the dynamic environment of mobility, these assurances cannot always be created on
evidence coming from fully trusted sources.

ITS data spaces should be able to provide such assurances under measurable assurance and
confidence in the presence of uncertainty, so that data that had previously not been usable,
can not be exploited.

The CCAM Partnership aims to promote and facilitate pre-competitive research on Connected, Cooperative and Automated Mobility (CCAM)
within the European Research Area, by bringing together the different actors of the CCAM value chain.

CCAM stakeholders supporting the Partnership development

AVL, AIT, CEA, Cerema, DLR, Eurecat, Everis, FEV, fka, Fraunhofer, ICCS, ICOOR,
IDIADA, IFPEN, Lero, Ricardo, RISE, SAFER, SINTEF, TNO, VTI,VTT

Aachen, Budapest, Chalmers, DTU, Eindhoven, Florence, Galway, Istanbul, Leeds, Leuven,
Milano, Modena, Mondragon, Paris, Warsaw, Zilina

Akka, BMW Group, Bosch, Continental, DAF Trucks, Faurecia, FCA, Irizar, JLR, Renault,
Valeo, Volkswagen, Volvo Group

Bestmile, Dinnig, HERE, TomTom, PTV, Swarco, Ubiwhere, TTS Italia
ELMOS, Ericsson, EVERIS, Huawei, NXP, Vicomtech

Asfinag, Sanef, Vinci

ALICE, Colruyt Group, Gebruder Weiss, IDIT, Procter & Gamble

Research providers
Universities
Automotive

ITS

Telecom/IT

Infrastructure

Freight & Logistics Services and Users

Member States Austria, Belgium, Czech Republic, Finland, France, Germany, Greece, Hungary, Ireland,

Italy, Luxembourg, Netherlands, Norway, Spain, Sweden, UK
L EL G ERGEEE LT T  [RGE LR L G e G SR Flanders, Gothenburg, Helmond, Paris/lle-de-France, Madrid, Stuttgart, Vienna

ALICE, AMICE, ANEC, CEDR, CLEPA, CONEBI, EARPA, ECTRI, EPoSS, ERF, ERTICO,
ETNO, ETRMA, EUCAR, Eurccities, EuroRap, FEMA, FIA, GSMA, IRU, POLIS, UITP,
5GAA

AIPSS, Aurora Snowbox, Austriatech, CARA, Catapult, Drive Sweden, Moveo, PTCarrereta,
Tempere, Vedecom, Zalazone

Representative bodies

Cluster and test centres

Huawei is engaged and participates in the new CCAM Partnership. CONNECT is one of the two project of Cluster 5.
* We influence the Strategic Research and Innovation Agenda (SRIA) of CCAM which links to the portfolio of R&| and policy strategy of EC
*  We participate in an ecosystem where partnerships for new Horizon Europe projects are created



Towards Common European Mobility and ITS/CCAM Data Spaces

Challenges for a common European Mobility Data Space (EMDS) Main existing EU mobility data sharing ecosystems and initiatives

*Open decentralized ecosystem of data providers, data users

eAccess to and sharing of mobility data remain below their potential. Mobility Data . . .
*Mobility and transport ecosystem is particularly complex: Large legacy of Space and platforms allowing sovereign exchange of mobility data
Key [ViobHiity anc P ¥ P Jarly piex: Large fegacy P and offering a central directory of data resources & services.
initiatives with their own governance, architectures and platforms. (Germany):
Challenges: ) L A ) eOperated by Acatech ; funded by the German government.
eDifferent building blocks may fulfill similar functions, but lack of a
federated architecture & common standards prevent a true data space. *A uniform set of agreements for identification,
. authentication & authorization enabling organizations to
Legal i iability i i i i ISHARE grant each other access to their data
hallenges: edata protection, liability issues, compliance, intellectual property rights. (Netherlands) .
¢ ges: eDeveloped by the Dutch transport and logistics sector, it is
: expanding in new areas through the i4Trust initiative.
Technical . - . .
einteroperability, data sovereignty and trustworthiness.
challenges:
. - . *An innovation environment for smart and sustainable urban
econvincing organizations that are often competing to exchange some of Smart solutions
Business their data on a voluntary basis requires business models and clear Otaniemi «Devel based Id hari
challenges: benefits for each involved party including the economic sustainability of (Finland): b EVEIops use cases base Odnbcr,olj_s'secmra a'lca : aring
intermediaries enabling data sharing etween transportation and building/energy platforms.
ePlays an important role with a number of initiatives:
¢CCAM test data sharing,
The CCAM Partnership aims to Tl ERTICO *TN-ITS for map update exchange,
promote and facilitate pre- g ‘ eTraffic Management (TM2.0) and
competitive research on Ve B B T . *FENIX network (trust framework for data sovereignty and
Connected, Cooperative and [/ / vevenssunc IN-VEHICLE sharing in transport and logistics services).
Automated Mobility (CCAM) within ‘ ' eNewly formed organization to coordinate, harmonize and
thg Eyropean Research'Area, by / 1 \ \ NAPCORE: improve the interoperability between the National Access
bringing together the different . [ areEscae | | ‘ Points established under the ITS Directive all over Europe.
actors of the CCAM value chain. . || DEMONSTRATIONS
| Digital Transport eCommission’s expert group defining a common framework to
Huawei is engaged and participates 7 and Logistics Forum creaFe an interop_erable federated envi.ro_nment for data
in the new CCAM Partnership. « '“'jg;gi";f;igg V’“"’“"°fj_/ ” (DTLF): sharing in the freight transport and logistics sector,
CONNECT is one of the two N il 4
project of Cluster 5. The only for | PrepDSpace4Mobility is a preparatory action by ERTICO-ITS to support
Huawei 7

SEm— the development of the upcoming common EMDS https://mobilitydataspace-csa.eu/
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An emerging ITS/CCAM data space paradigm

Horizon Europe CONNECT Use Case: Slow Traffic Detection
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The representation of the Slow-Moving Traffic Detection (SMTD) use case.

The slow moving non-V2X vehicle (i.e., the blue one) is detected by a
following V2X vehicle (i.e., the white one) thanks to its radar sensor.

As the vehicle ahead is detected, the V2X vehicle creates and sends ETSI-
standard CPMs (alongside its own CAMs) towards a MECC server via 5G
connection.

The MECC server detects the slow-moving traffic situation and it generates
a DENM alert message sent via 5G to all vehicles in a dedicated
approaching area (i.e., the black vehicle).

In this way, all the V2X vehicles approaching can be informed of the slow-
moving traffic situation ahead of them.

Extending MEC with a novel CCAM connector capability

The MEC architecture can be extended to enable integration with
common European Mobility Data Space (EMS) services.

* Each MEC Application (MEC App) can act as a data prosumer. Each
application is capable of obtaining a CCAM connector and
exchanging data with any application that has a registered CCAM
connector inside or outside the MEC host.

* Inthe general case, the architecture supports the consumption of
data services between the MEC Platform and a MEC Application or
between two MEC Applications, while any of those exchanging
parties can belong to the same or different MEC Host(s).

* Inthe scenario of two MEC Applications exchanging data, we
denote as MEC App2 the application that attempts to receive data
and as MEC App1 the one that provides the desired data. After the
completion of instantiation for both applications and the
assignment of a certified CCAM connector to each of them, the
connectors’ information are made available through the MEC
Platform’s relevant API for service discovery and availability.

MEC Platform| MEC a - T
PP MEC app CCAM ID - Authentication™,
Element rules & Connector ! h
LCM mgmt || /- DS Serv. Catalogue’
mgmt rgts mgmt Governance - Monitoring  /
MEC Platform Manager % -logging .
C——————Mm5

1

CCAM Connector | MEC || Data
Mp1 Mplm Service service Jﬂ
Service EMDS | |f - -
Mrhe | Service Service registry |

ID handling W& {00 L0 |

MEC ||MEC || MEC MEC

Trafficrules DNS
a a
3PP || app i il control handling
[ | Data Plane |_ MEC Platform
VimM Virtualization Infrastructure Mp2 MEC Host

CCAM data space overlay on ITS/Mobility Data Space

|
Corenetwork <l |
cens — |
|
1N ga gateway

MEC Node

'''''''' '
0 VEG Nod v‘" S Edge network "=~ (@)
Hee ...............Ef'?.".'f‘.’t."f‘f':"______..",::-_-_Mgg«oae R
[ = Teuche ] Real time service migration | & B/
' g
g\
DY :
Computer and ‘7 e 7
software:
g

<

—nt] =

Content and service namespace

CCAM data space as an overlay on top of mobility data space and
ITS edge components (e.g. MEC).

* If vehicle is moving, the MEC service is migrating from one
MEC node to another

* One possibility may be that we have an overlay, where MEC
could be part of EMDS (ITS subsystem) offering a service to a
CCAM data space running on top of EMDS.

* The mobility data space being in the lower lever should be able
to accommodate the mobility of vehicles, which implies the
migration of MEC apps (including the Connector service) from
one MEC server to another.

* Therefore the CCAM connectors are not running on a fixed
MEC server, but rather migrating as required. The CCAM data
space being on the higher level could have connectors that
accommodate both the MEC services and the IDS connectors
from the mobility data space (EMDS) as well as other cloud
services (e.g. the Traffic data server in the CONNECT Slow
Traffic Detection use case).



Trust Anchor challenge for CCAM (and other loT data spaces)

*  Trust frameworks for data spaces (e.g. Gaia-X Trust Framework) we have seen so far, including rules about the usage of Trust Anchors and the verification of
Credentials attesting claims, are all based on the assumption that Trust Anchors are institutional and trusted to an associated and verifiable Level of Assurance.

* However, in emerging CCAM scenarios the verification of assurance of the Trust Anchors or the attesting evidence may not be not possible, e.g. because the
sources of evidence are untrusted or the evidence is indirect and obtained through a referral chain.

* So we need to go beyond authenticating participants key-pair and design / adopt data structures and algorithms that allow presenting attributes in a way that
we can assess their correctness and the trustworthiness of their source in the presence of measurable confidence and uncertainty.

Trust Governance Framework in CCAM - The example of the EU Project CONNECT (2022-2025)

The vision of COMNECT is to address the convergence of scourity and safety in
CCAM by assessing dynamic trust relationships and defining a trust model and

trust reasening frameweork based on which imolved entities can establish trust
lor coaperatively executing safety-critical functions in the presence of uncertainty|
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= What kind of tools do we need to reason about trust relationships between

data sources and data processors in vehicles, the edge and the cloud,

*  How to reason about trust relationships between entities that were proviously

unknown (to each other).

*  How to assess the risk of an operation and the level of trust an entity can put

on another entity and on the data collected from multiple sources.

COMMECT architecture includes:

1- A dynamic trust assessment framework that enables trust level avaluation

across information referral networks in the presence of uncertainty

2- Technological TAs could be utllized as & trust anchor to establish a verifiable
chain of trust in data sources and data processors by providing verifiable svidenca
on the cerrectness of operations, from their trusted launch and configuration to the

runtime attestation of execution properties.

y a trust governance framework

fairness and non

ticipants and providing equitable access for all.
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Trust Sources

« Appropriate trust sources are considered to provide evidence for the

tulfilment of the corresponding property

* Depending on the trust properties of interest, different trust sources

are selected to create the atomic trust opinion of the trust
relationship.

* An atomic trust opinion is a trust opinion based only on evidence in

the torm of trust sources and without fusing or discounting multiple
trust opinions

*  Some of the trust sources need Lo be evaluated regularly because the

output of these trust sources might change over time. For other trust
sources, a one-time assessment at system startup is sufficient because
the output does not change.

ynamie Trust

Some examples

Trust on Communication

a  Protection mechanisms of communication

g Hardware security mechanisms
Trust on System Integrity

o Secure boot

a Run-time integrity check

a  Known OS-vulnerabilities
Trust on Application

a Runtime operational assurance

o Known application-vulnerabilities

n  Trusted Execution Environment (TEE)
Trust on Behaviour

g Misbehavior detection

g Misbehavior Reports

u  Reputation based system

a Spoofing detection

o Intrusion detection system (IDS)
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Hua-X.2.0: Boot-X — a First Open Source Based Data Space as a Service Prototype
Boot-X is developed using open, interoperable and federated data exchange standards defined in Gaia-X specs

Validation of Supply chain compliance is the first real world use case demonstrated in Boot-X.
Traceability, Circular Economy and Mobility use cases with multiple data-contributors are focus for Boot-X

Validation of Supply chain compliance

By law the product/service provider is responsible for the supply chain. He is accountable for non redemptional
verification of the standards. In a centralized approach enterprise needs to manage central systems including the user
and rights management for all the suppliers to provide needed certificates and proofs for on demand verification. This

{
:
|
|
|
|
: Boot-X
|

|

requires the on-boarding and follow-up with suppliers, limiting the dynamic changes in supply chain. In addition this is I Federatio

|

|

|

|

|

|

|

|

|

|

\
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building

|
| I | I
Ly Ly Ly . Ly
: | : | : | Enhancing 1| B[ &{e)s
incompatible with 1-up 1-down business practices, giving OEM full access to underline sub-contractors. n Services | | : | : Push Boot-X | : PoC with : : DSaa$S
Boot-X offers decentralized, federated compliance validation. Where data is stored decentralized and compliance : I Gaia-X : I PoC for : | credentials : I
validation is checked just-in time, and consistent with 1-up 1-down business practices. Datasets are available and are | : Federation | : adoptionin : bridgeand :
distributed in different servers in the automotive industry value chain. Understand : | Services : | key initiatives : | policy based : | Grow
and Shape the : Emulation : such as | : usage control : community
Technologies: Gaia-X specs || ISST and I Catena-X I} capabilities 1| andadoption
* Open Source projects already developed and reliable. Around 10 open source tools. (2021+) ,' |\ XLAB (2022) ,' '\ (2023) ,' '\ (2023/2024) ,' |\ (2024+)
7 7 7 ;e P

* Code developed by Huawei to glue those components together. S S S—————— S—————— S——————
* Code developed by Huawei in which Huawei has the IPR rights to implement data governance.

Digital Sovereignty 2.0 / Hua-X.2.0: Identity & Credentials Bridge Concept """ Digital Sovereignty 2.0 / Hua-X.2.0: Dynamic Data Control bl e
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Data space security architecture: 1 - industri

A ———— Vocabulary Hub
https://rnd-confluence-eu-g.huawei.com/display/9EDSRPV/WIP%3A+Towards+a+Security+Reference+Architecture+of+Dataspaces “ , .
+ 4+ N, A
PDF snapshot at CRDU_GermanyRC_GE_SVN [LINK] | K - /
- | [Mosmsess | B ke ] . p
oo \ N ;
Trust: Trust Framenorks seciy ecognied athorites end a st _— — B A
mu;::-gﬂfugisl:‘l:!deﬁne:Iqu\n-mumbase\!ngtubeuan stnmw‘Hl Credentisl H'_“"‘M‘MIH‘ Ut “E S
across data spaces and provide features to automate compliance . |1 = Connector

.o INTEANATIONAL DATA
Identity {ICAM) - 7 shaces

Identity: ICAM [identity, credential and access management]

senvices enable trust in the digital identity and verifying claims
of participants and resources across different trust domains

INTEINATIONAL BATA 51"
oy

Sovereignty: this functional unit that contain the essential
services required to achieve data sovereignty. The crucial part is
to utilize contracts fagreements and usage policy as an artifact
to reflect how a data provider wishes their assets to be used
wihile ensuring compliance with regulation and agreements

INTERNATIONAL DATA
SRl

the means to
describe data based on extensible vocabularies 1o enable
services utilizing and extending (data) ecosystem services

Ecosystem Data services enable to find or advertise data and

data-value creation applications within and across data spaces

Grocery Store
Data Storage

Supplier
Data Storage

* Comprehensive architecture following

the “4+1” model and initial focus on e =

q q Q q Supplier -~ .

industrial / international data spaces Data Storage Pl == g
* Consistent with DSBA convergence Data Storage

paper (especially the unifying
conceptual model)
* Builds on top of IDS-RAMA4.0 by IDSA
* Consistent with Gaia-X architecture

¢ Consistent with NIST cloud federation

¢ Includes additional innovations from
Huawei based on Hua-X.2.0
contributions
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http://frasvn01-ge:6801/svn/CRDU_GermanyRC_GE_SVN/Trustworthy Technology and Engineering Laboratory/9445383-European Digital Sovereignty Research Project V2.0-DE/2-dataspaces/TTE-DE=DataSpaceSecurityArchitectureV1=20230727.pdf

Dynamic Trust Assessment Framework (TAF)

Dynamic trust assessment

Overarching research problems in trust assessment

Problem 1: Trust levels need to be measured and assessed based on incomplete and/or
subjective information provided with uncertainty by potentially untrustworthy sources
* the verification of assurance of trust anchors or attesting evidence is not always possible

» data sources that attest evidence cannot be assured with certainty O O
* evidence is not direct and is obtained through a referral chain of trust (L /J
Problem 2: The referral chains used build trust can change during run-time / Evidence obtained

No direct observation = through a referral
chain of trust

Problem 3: No implicit or inherent trust between domains is assumed—Zero Trust principles apply

Gap: Emerging need for dynamic trust assessment to assess trustworthiness

DTA-related research papers

1. Trust Level Evaluation Engine for Dynamic Trust Assessment with Reference to Subjective Logic,
A. Petrovska,, I. Krontiris, T. Dimitrakos, et al, IFIP Trust Management 2023
2. Continuous Authorization Architecture for Dynamic Trust Evaluation, H. Joumaa, A. Petrovska, A.
Hariri, T. Dimitrakos, B. Crispo, IFIP Trust Management 2023
3. In-Vehicle Trust Assessment Framework, A. Petrovska, et al., eSCAR, 2023

CONNECT deliverables

» D2.1: Operational Landscape, Requirements and Reference Architecture } Accepted by CONNECT

* D3.1: Architectural Specification of CONNECT Trust Assessment Framework.

consortium & CCN PL

of data and/or claims taking into consideration trustworthiness of data
sources and referral chains in uncertain and dynamically evolving situations.

Solution: Trust Assessment Framework (TAF) that brings together

1. creation and maintenance of trust network models & referral graphs [TMM]
l ' 2. trustworthiness evaluation of trust network nodes [TSM]

3.

4,

algorithms to compute trust on data/observations according to an agent’s trust network model [TDE]
agent’s polices about assessing trust level against expectation and governing the scope of the trust model [TLEE]

‘ Trust Sources Manager (TSM) & Trust Sources (TS)

Selects trust sources based on variables under assessment
Calculates the trustworthiness of the relationships from the Evidence
trust model, based on the evidence from the trust sources I

Standardization efforts overview

Contribution to the 5GAA standardization with definitions on trust and trustworthiness

- v \ N
’ Trust Trust
Trust Model Manager (TMM) & Trust Models [ 1| ——= e Q2 2023 Q42023 | Q22024
_ Model Sources cloation & . ; EAA Trust4Auto Working Item Contribution to ISO/IEC
- - Participation in the TCG Physical Meeting 5 4. g N
— > -r » H“Iuslt | Manager STNSt Manager ¥ VG o JTC1/WG13 Trustworthiness
" . . | odels | ources nanagement he +  Contribution to the
Deals with creation of the trust models —i.e. trust & : 5D | (ThM) = (TsH) g the atestaion s
referral graphs — from system models ! P . ¥ CONNEC o et :
g . . ' tm CONNECT . R NECT trus
Methodology for building and maintaining trust models i ********* ) aTF° Short-tarm Zero Tou chkectre e ause
. . . o . . Standardiza case
at design time and maintaining the models at run-time [ Trust Assessment (T8) v ¥ e
: X Trust Trustworthiness —e ¢ V'S
=4 Lolortl_ Decision . Leveli
Trust Level Evaluation Engine (TLEE) D s e Engine rpression
M (TLEE) Q22023 Q4 2023 Q4 2023 Q4 2024
Applies mathematical algorithm to compute trust level gMECAAUTOW! || Participation i ETSI Securty Woek  L80)  wiom Road vehiced
for a given Trust Model —i.e. trust & referral graph ™ |, td : ¢ atl et the ¢ Reshoné B Goerseonty
. —— - --F--- -1 N ncuangthe evel and
Based on the 1) advice by (data) sources and 2) CONNECT st y a ck FeasibiltyH
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trustworthiness of (data) sources based on both direct urance Framevor s e
ribed n defined in CONNECT

evidence and referrals by trust sources. TAF High-level Architecture

the Annex
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2. Huawei’s Industry Research Strategy for Data Spaces Requires 4 Pillars

*
*
*

*
*
*

Regulation

Engagement with relevant
industry associations and
standardization bodies of

the European Commission
including ENISA, DGs and DSSC

Work together with PACD and
legal experts from CNRS (FR) and
Fraunhofer (DE) in order to
further analyze regulation for
personal and industrial data
sovereignty and data spaces as
well as related aspects of
identity and compliance

High-level policy questions

Unleashing the Data Econamy

Y mov @@auRE e

Data Spaces Business Alliance |

§4§ INTERNATIONAL DATA
SPACES ASSOCIATION

DATA SPACES gQiO-X

SUPPORT CENTRE

Standardization

Participate in GAIA-X and IDSA working
groups to shape standards and architecture

Get involved in forthcoming ISO and CEN
standardization initiatives

Participate in other relevant standardization
initiatives in DIF, W3C, IETF, OASIS, TMF

*  Inchostiee chwleagas and togics of kit

HUAWEI CLOUD

Implementation

Eclipse Foundation is becoming official
open source partner of Gaia-X, Catena-X
and IDSA (EDC)

Support Eclipse Open Source project
contributions to XFSC and EDC (e.g. via
Hua-X2 and DUCA & EU projects)

Bring Open Services Cloud framework and
TTE key technologies into XFSC and EDC

Three most important community implementations of data space components: 4
EDC (connector), XFSC (fed ), Tractus-X (ecosy ) - 38 uodor Eciane sounsation ‘

Adoption

Leverage and intensify ongoing
collaboration with Fraunhofer
ISST on industrial data spaces

Establish new collaboration with
Fraunhofer SIT and Solid or
Prometheus-X community on
personal data spaces

Leverage the CONNECT
consortium to join EU initiatives
in ITS/CCAM data spaces

Adoption




High-level policy questions

Framing in the current policy debate around
digital sovereignty and strategic autonomy

We are trying to distill the key questions from
the policy debate which we seek to answer in a
white paper.

As a first indication, we find the following
high-level questions particularly noteworthy:

1.

How can we ensure that individuals/
organizations/states have sovereignty over their
digital assets, especially during cross-
organizational/international data flows and
workloads?

What policies/regulations can we put in place in
order to ensure digital sovereignty in cross
organizational and/or international business
workloads?

How can a digital sovereignty (virtual)
infrastructure enforce the relevant
policies/regulations and prove compliance to
local regulation and international agreements?

HUAWEI TECHNOLOGIES CO., LTD.

o Indicative challenges and topics of interest:
»  Typical problems:
» The difficulty in transposing territorial sovereignty to the digital realm
» The difficulty to exercise (stately) authority across borders
» The complexity and inefficiency of joint sovereignty, especially between national
and supranational
»  Possible solutions:
» Rule / standard based framework as a baseline to alleviate the challenge.
Examples:
— Gaia-X trust framework
— IDSA data contracts
— C3ISP Data sharing agreements
» A (virtual) infrastructure to manage the flow of data exchanges (across borders)
that underpins digitalization. Examples:
— International data spaces - e.g. IDSA, DSSC, etc.
— Dynamic virtual organizations and digital ecosystems -e.g. Gaia-X, etc
— Personal data spaces, e.g. MyData Global, Digital Flanders etc
— CCAM and ITS data sharing -e.g. E-=CORRIDO and CONNECT projects

Collaborative analysis of Cyber Threat Intelligence - e.g. C3ISP project, etc

2 HUAWEI
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High-level socio-technological questions

Furthermore, we would like to address the wider

eHow to model, standardize & enforce contract-based trust (Policies &

fra me Of SOCIGtal a nd emerg I ng teCh nlcal ISSUes. overn:r::: rules about acceptance & usage of trust anchors and trust establishment
& ) protocols)
Identit *How to enable verification, processing, exchange of credentials that is
F th . f d th f ” 2 t sovere?nn:c y automatable, scalable, secure, cost-efficient and provably compliant to
or these issues, we find the following questions gnty: regulation and sovereignty.
releva nt: eHow to externalize security, trust and privacy logic of digital assets into
. . . I executable security policies and how to automate provably conformant
1. How can we ensure not just technical interoperability Data policy-based execution of data/service agreements?

across an ever wider ra nge of pIatforms, interfaces, sovereignty: eHow to model shared responsibility and consistently combine and

etc. but also provide practical solutions to manage execute policies issued by diverse authorities.

one's data assets in a sovereign manner? LLM and Al »How to mitigate the risk of LLM and Al processing evading the rules set in
based smart data sharing/usage agreements

*How to govern cascaded consent and purpose of use of data consumed by

Digital IDs and authentication will become a central

services LLM and Al based services
building block for future digital ecosystems. How can - - me—— e
. qe . . *How to prove compliance with irrefutable evidence against different
we ensur_e that |nd|V|duaIs, orgamzaﬂons, and .States So“’l\;c:;l?c:‘atd policies and regulation localization across a multi-party value chain and
can obtaln, Manage and use dlglta| IDs for their gnty throughout data life cycle (including retention and exchange)?
purposes whilst remaining complia nt to national Data eHow to assess & improve the trustworthiness of data when evidence
|ega| frameworks? Trustworthines about its correctness is incomplete and/or based on subjective indirect
: s Assessment: observations?
How do we manage the trade-ff between privacy and ool *How to transform regulation, service offering and data contracts
olicy

user friendliness for digital IDs and authentication?

eHow to analyze the resilience of security policies against advanced attack

. [ 1 eng:;z::g: and evasion scenarios
Wh'at o e t'he ImpaCt AERIRE Rl general e verification: eHow prove the correctness and conformance of a dynamic usage control
digital sovereignty? How b

HUAWEI TECHNOLOGIES CO., LTD. Huawei Confidential @@ HUAWE]I



Standardization roadmap: community specifications, open standards & recommendations, international standards

Target: Gaia-X, DSBA, 5GAA

* Influence / steer the Gaia-X Trust Framework

* Propose guidance for Ecosystem specific extension to other
DSBA members such as IDSA and/or BDVA

* Introduce Trust Framework Agreement for CCAM in 5GAA

* Align DIF and TolP with the above Trust Framework models

Background:
. Gaia-X publishes first Trust Framework specification
. TolP publishes architecture vision with similar concept

. Strong link (via MS and EU industry) between DIF, EDC, Gaia-X

Target: Gaia-X, DSBA, DSSC, EDC. DUCA

* Influence Gaia-X, IDSA, EDC to steer the adoption of data contracts and usage control.

* Primary Focus: Gaia-X: Architecture, ICAM, Data Exchange

* Secondary Focus: IDSA-RAM, EDC

Background:

* Usage control and data contracts are recognized as important foundational
architectural concepts by Gaia-X and IDSA-RAM

* ECselects DUCA consortium to create an ecosystem for usage control (UCON) and DSA

* EDC recognizes the importance of data contracts and executable usage control policies
for enacting data contracts among dataspace connectors

Target: 5GAA, CCAM, CONNECT

* Introduce dynamic trust assessment to 5GAA for CCAM scenario

* Leverage coordinated standardization effort of CONNECT
Background:

e ECselects CONNECT as a strategic CCAM project

e CONNECT has an ambitious standardization plan for ETSI and ISO/CEN

Fm——mmmmmmmmm e

F————————————

Gaia-X
involvement

Dataspace
Standardization

| Target: W3C, OASIS

i * Standardize TFA in W3C as an extension of VC

| * Standardize TFA in OASIS as an extension of SAML
i Background:

i o W3C: VC, FIDO2, JSON-LD,

| © OASIS Open: WS-Fed, SAML, PKCS#11

| © OIDF: OpenlD, OIDC

| © ODRL is standardized by W3C

i Target: OASIS Open

i e Standardize UCON as an extension of XACML/ALFA
p © Standardize DSA leveraging UCON, LegalXML, etc.
!+ Standardize DSA and UCON profiles tor C-CTI
1

1

1

1

1

1

Background:
. OASIS Open
. XACML access control

. SAML identity assertions
. Contract languages: LegalXML, UBL, etc
. Cloud: TOSCA, OData, CDP, etc
. Crypto: PKCS#11
o CTI: CACAO, STIX, TAXII
. OAuth is standardized by IETF
. ODRL is standardized by W3C

| Target: CEN/ETSI ]
| © Participate in Hua-X2.0 team contributing to CEN/ETSI ]
! EU-Dataspace standard 1
i * Leverage cooperation with Fraunhofer institutes ISST, 1
! SIT, IAO and with CNR and CNRS via DUCA to accelerate |
: impact in Europe (DE, FR, IT, ES, FI, GR, IR) |
i Background: i
e CEN started Data Transaction standardization in 2023 :
: and aims to produce EU standard by 2025 :

Target: ISO/IEC

* Cloud computing and distributed platforms — Framework and concepts for
organizational autonomy and digital sovereignty -- ISO/IEC AWI TS 10866

* Cloud computing — Concepts for multi-cloud and the use of multiple cloud
services based on TFA and ICAM spec - ISO/IEC DIS 5140

* Cloud computing and distributed platforms — Taxonomy for digital
platforms include DSaa$S ISO/IEC DTS 5928

Background:

. CEN started Data Transaction standardization in 2023 and aims to

produce EU standard by 2025

Target: CEN/TC 278, ETSI/TS, ISO/TS and EU-ICIP
* Intelligent Transport Systems by ISO/TS -- ISO/TS 21177

1
1
|
i ¢ Intelligent Transport Systems by ETSI/TS - ETSI TS 103
i * New CCAM standards by CEN / C-ITS
i Background:

| © EC publishes its strategy and long term vision for C-ITS, CCAM, MaaS convergence
!« ECestablishes the CCAM Single Platform (2019) and CCAM Partnership (2020)

__________________________________________________________________


https://genorma.com/en/project/show/iso:proj:83757
https://www.iso.org/standard/80910.html
https://genorma.com/en/project/show/iso:proj:81848
https://www.iso.org/obp/ui/#iso:std:iso:ts:21177
https://www.etsi.org/deliver/etsi_ts/103000_103099/103097/01.04.01_60/ts_103097v010401p.pdf

Adoption

Leverage existing collaborations for Gaia-X and IDSA

compliant Industrial / International Data Spaces

Leverage and intensify ongoing collaboration with Fraunhofer ISST on Overview of potential cooperation topics [t o
industrial data spaces p ____________ p ___________ p o —— | [ . s
. . . . i ion opportunity v with SIT: v [ strategy hp ! ] B Ghotal e ELEE S R
eLeverage Horizon Europe DUCA project to establish a community for new Datwice | [Cem || Space Duta | | | | Sncars || oesse || no o

Analysis of European strategy initiatives and smvestment plan for data mfrastructures

s
= analysis of European regulations for data infrastructure
*  Anatysis of European strategy (regulation and technology Innovation Investmeant| in relation to

data usage control innovation Dpbal oy £ Dt Spaces Sty

*Become actively involved in Catena-X and EDC together with the Hua-X

Industry / International dats spaces [ Secune data space connectonpadsfcapsules Bl Secure Data knfrastracturs I

oo oo

Personal data spaces Comtet-hased Trusa & Cragamiats Contiact & Uinge Folicy
team and Boot-X CO”aboratlon Dtz sharing for Collaborative Cyber Threat Intelligencs [ Ceombostoange | ComtracPolicy Enfoeta
Digital Savereignty for Spase objedts and data —Tesa i bofars —
= Analysis of European policy for digital wallets and sedective disclosure of credentials
= analysis of international agreements far data exchange T —

Analysis of international agreements aboul data flow & seourity in global supgply chains
[ _Analysis of regu
| Cooperation opportunity w with SIT: technology strategy h priorities
1 Theeat, security risk and trustworthiness analysis of Huawei's dat space architectures
| * Comparative analysis of Hisawei's data space archilectures and European community infinitives
| Uee-cases: industrial data spaces

i
!
1
I
1
I
1
Data sharing in CCAM & ITS {mobility and i ed tra i S S— T
1
i
1
)
!
1
I

[ Shared respans ivdity model ]
[ saulti-fuptincrity Doy Adeivistration |

| Collaborative Security Maragement J |—|-|-,|,“mim_“

:_Gmplnlbn oppertunity summary with SIT: techrology stack research pricrities
*  Contract based trust and credentials: How to model and enforce trust framework |

art and &l based wo

Establish new collaboration on personal data spaces

——
I
I

eTarget Fraunhofer SIT

¢Join Prometheus-X community on personal data spaces

e Alternatively Inrupt/Solid

Exploit opportunities in ITS/CCAM data spaces

eLeverage the CONNECT consortium to join EU initiatives in ITS/CCAM data

spaces

]
]
]
i
]
i * Modelling and enginesring of data contracts into data usage policies that can be enacted and :
| menitored by a data space infrastructure i
; * Security innowation blue-print of mternational data space access services for EU f China i
i * Sacurity of contract enactment over international data spaces [
i Use-cases: Parsonal data spaces !
1 * owerall personal data space architecture analysis :
I = Data Linkage and selectve disclosure over personal data space i
'+ Consent management automation i
I+ Privacy policy enfarcemant i
| Use-cases: loT data spaces !
i+ CCAM B TS dita sharing infrastructure technology analysis and collection of Lechnical reguirements

| for secure data shaning and trustwarthiness analyss i
I + Propased data space security architectures for COAM/ITS j [Fropessd caoparaiion maechankms
l.m.hcaoes Digital soverelgnty of space ohjects and data [ —
Thee: P d L
*  Anahysis of dightal and data soverelgnty challenges for space objects and data f matic priofity apased mechanisms

------------------------------------------ I | = Personsl Deta Speces = EUfunded projects

= Macsilny 175 Deee Spaces = Mecnal Fundes prejects
115 Huawe Froprietary - Resiricied Dstribution < JnnT commuity conributineg u HUAWEI
= Sinedard cortnbutions

agreements to faclitate trust compliance and cred Is exch |n|
industry/personal/loT data spaces. Can the concept extend Lo international data spaces?)
How to optimize and sutomate consent management and selective disdosure of I
credentials in personal data spaces?

How to model, engineer, enforce and audit J attest the enforcement nfdﬂa'
[usagefexcharge) contracts in data spaces. Beidge the gap between legal text and data |
space policy

Security risk analyss of Huawes's data usage confral technalogy and comparisen
Uses-friendly presentation, asthoring and analysis of data soverelgnty / data usage policy |

Data usage controd palicy enforcement alded by MPC / PEC :

S i ————




Cooperation opportunity summary with SIT: regulatory / strategy research priorities '
* Analysis of European regulations for data infrastructure :
* Analysis of European strategy initiatives and investment plan for data infrastructures |
* Analysis of European strategy (regulation and technology innovation investment) in relation to [
* Industry / international data spaces '

* Personal data spaces :

* Data sharing in CCAM & ITS (mobility and integrated transport systems) i
i

|

|

|

|

|

|

* Data sharing for Collaborative Cyber Threat Intelligence
* Digital Sovereignty for Space objects and data
* Analysis of European policy for digital wallets and selective disclosure of credentials
* Analysis of international agreements for data exchange
* Analysis of international agreements about data flow & security in global supply chains

Cooperation opportunity summary with SIT: technology strategy research priorities
* Threat, security risk and trustworthiness analysis of Huawei’s data space architectures
* Comparative analysis of Huawei’s data space architectures and European community infinitives

Use-cases: industrial data spaces

Modelling and engineering of data contracts into data usage policies that can be enacted and

monitored by a data space infrastructure
Security innovation blue-print of international data space access services for EU / China
Security of contract enactment over international data spaces

Use-cases: Personal data spaces

Overall personal data space architecture analysis

Data Linkage and selective disclosure over personal data space
Consent management automation

Privacy policy enforcement

Use-cases: loT data spaces

CCAM & ITS data sharing infrastructure technology analysis and collection of technical requirements

for secure data sharing and trustworthiness analysis
Proposed data space security architectures for CCAM/ITS

Use-Cases: Digital sovereignty of space objects and data

Analysis of digital and data sovereignty challenges for space objects and data

Huawei Proprietary - Restricted Distribution

Use-Cases Ecosystem
: Personal CCAM &
China/EU Data S[aces || ITS Data European Gaia-X ENISA
Industrial & Global IDSA EU DSSC, C-CTlI,
Dataspace i Standards || DIF/ESSIF NGI, EUDI
Access C-CTI Space Data

Digital Sovereignty & Data Spaces Security

| Secure data space connectors/pods/capsules & Secure Data Infrastructure

Contract-based Trust & Credentials

| Ttrust framework agreement |

Credentials Exchange |

| Personal Data Exchange |

Contract & Usage Policy

Sovereign data exchange

Contract/Policy Enforce

ntr. Poli

Engin

rin

Operational Sovereignty

Shared responsibility model

| Multi-Authority Policy Administration

| Collaborative Security Management

Dynamic Trust Management

| Trust Aware Authorization |

Dynamic trust networks in
personal / 1oT data spaces

| Dynamic Trust Assessment |

Cooperation opportunity summary with SIT: technology stack research priorities |
. Contract based trust and credentials: How to model and enforce trust framework !

agreements to facilitate trust establishment, compliance and credentials exchange in |

industry/personal/loT data spaces. Can the concept extend to international data spaces?i
. How to optimize and automate consent management and selective disclosure of
credentials in personal data spaces? i
. How to model, engineer, enforce and audit / attest the enforcement of data !
(usage/exchange) contracts in data spaces. Bridge the gap between legal text and data :
space policy i
. Security risk analysis of Huawei’s data usage control technology and comparison |
. User-friendly presentation, authoring and analysis of data sovereignty / data usage policy !

. Data usage control policy enforcement aided by MPC / PEC

Proposed cooperation mechanisms

Thematic priority Proposed mechanisms

* Personal Data Spaces * EU funded projects

*  Mobility / ITS Data Spaces * National Funded projects

e Joint community contributions
* Standard contributions

V2 HUAWEI
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Capability view: Thematic view:

@ Trust Governance Framework Dynamic Contract
Trust agreement model, life-cycle, enactment

@Trustworthy Data Exchange Dynamic Policy

Adaptive, compliant, intelligent Credentials exchange

@ Trust Assessment Framework

Cascaded, conditional consent Selective disclosure Dynamic Trust

4

evidence, proofs (e.g. ZKP), distributed attestation Trust Services

Credentials bridge
Secure wallet
Digital clearing house

Al/workload Agreement

Data Sharing Agreement

Future digital space Compute-to-data

Data exchange security policy

. . Consent, transparenc
Consent, selective disclosure ! P y

Trustworthiness assessment (QoT,
QoM ) of Al data and model use

Trustworthiness (QoT/QoM)

assessment of data eXChange Data exchange protocols Control of Al model usage

Data Capsule Control of data usage by Al . .
Provenance, Traceability, WDN Workload usage control Compliance, traceability,
Data clearing house Data Pod Dynamic trust assessment for Proof of Conformity

IDS Connector Al

Data clearing house

Algorithm



Research on Digital Spaces Trust: Trust Governance Framework @

1. Research the verifiable digital identities to govern trust within the digital space ecosystem, make breakthroughs in the distributed remote attestation of devices, identities

and Al agents, and enable the development of new trust governance services.

Key technology planning

LLM Al Agent vusting Intelligent application layer
. 1 . . . . .
S e || Sotabls .Trust system e Use digital signatures to verify the authenticity of messages
s B Dl R um postner | — exchanged between Al agents.
I ‘ N\ } f = & \ . . . .
© O : >{c;a:ms ‘ —) - 7 : \ (o) + * Each Al agent must have a unique digital signature and the
0O ) RN Switch o R o] ' ction ctio A ! L . s . . . . e
= omees 3 } Connectons! | Respon risk Trust verification process ensures the integrity and origin of the
cPy NPU Cluste | Gy f sibility.  ———p Managedm
b3 peenes %0 [ Sublect ol Framework communication.
T T e T , 4  Utilize OAuth tokens to facilitate secure authorization and

Intelligent application layer: how to authentication between Al agents, ensuring that only authorized

agents can interact with specific functionalities.

Intelligent Data & Network Layer

M‘f;‘ o . * Leverage decentralized data/digital clearing houses for a tamper-

’ ) resistant ledger that records interactions and transactions
between Al agents, enhancing trust and accountability.

* Establish a comprehensive data governance framework that
defines roles, responsibilities, and policies for data management,
ensuring consistency and accountability across different domains.

* Incorporate robust consent mechanisms that allow entities to
explicitly define the scope and duration of data sharing,
promoting transparency and trust in data transactions.

Cloud service and Infrastructure Layer

verify the identity of an Al agent in Provable digital

the network of Al agents? How to identity

identify a wuser that wuses Al

_assistant?

i Intelligent network layer: how to

Continuous trust
assessment

i build and ensure the constant trust

Ebetween multiple entities from

i different ecosystems and domains?

Infrastructure layer: how to
establish trust between entities
with credentials issued by

open certificate

* Trust Governance Framework facilitates implementation of
authorities from different domains? SEET us overnance ,a ewo ac . ates Pe _e atio 0, a
L e e e ] distributed remote | secure and standardized cross-domain authentication mechanism
attestation to verify the identities of entities from different ecosystems

enhancing trust.
* Use of a credential bridge to facilitate interoperability between
different authentication systems




@ Trust Governance Framework: Concept

Trust Frameworks specify a set of rules and policies that define the minimum baseline to be part of decentralized ecosystem

Consumer has complete control over ‘

the credentials issued to him -
Data
Consumer

C‘)nsumer present the credential

E issued to establish Trust

Present Credential

Credentials

Provider verifies the credential if
it was generated based on the
rules and policies defined by the
Governance Authority

Trust is established by conforming to the policies and

rules defined in the Governance Framework published

by Governance Authority referenced by the relevant
transacting parties

Trust Transitive Trust Data
Anchor Provider
Direct Direct
Trust Trus*
Establish, oversee and enforce
= = the policies, standards and publishes
compliance mechanisms
-— Governance Authority
- (e.g. Gaia-X AISBL. elDAS TSPs) Governance & Trust Framework

policies.

Trust Governance in Digital Space

Trust Governance Framework with Trust Framework Agreements enable contract-based
trust between participants, support Policy-based Data Exchange and scope Data usage

Contract-based trust

e.g.

¢ Industry certifications (ISO, CC,
etc.), Gaia-X compliance

* Employee credentials &
professional certification

* Regional certifications,
international association

e Technological roots of trust and
attestation protocols

Policy based Data Exchange

e.g.

Geo Data only Anonymized

No Exchange of local images
Sensor and Maintenance Data OK
Exchange of contracts,
documentation OK

Data usage policy (enact

within scope of DSA + TFA)

e.g.

* Nodisclosure of health
condition, income

* Must inform authorities of every
access

* Cannot forward

Dynamic Contract

Trust Governance Examples |

” 1.

/ .

GAIA-X:

/ Governing Authority: Governed by a consortium of European businesses, research institutions, and \
\

government entities

representations as key components

enforcement of these standards

FielDAS ¢

ensuring legal equivalence and security

Data Spaces Business Alliance | &,
p @ — I.

\
\ industries
S, .

. compliance with regional data laws

° Focuses on federated trusted statements to reassess the validity of claims, ensuring interoperability and
data sovereignty in a cloud-based, decentralized infrastructure. Utilizes verifiable credentials and linked data

2. Trust over IP (TolP):
= TRUST The governance is decentralized, with multiple working groups and committees collaborating to develop
Y Quer IP the standards, policies, and technical frameworks
° Employs a layered architecture combining technical standards (like DIDs and VCs) and governance models.
° Differentiates itself by emphasizing decentralized identity solutions, integrating them with blockchain and
distributed ledger technologies for enhanced trust and privacy
3. elDAS:
° Governing Authority: National supervisory bodies are responsible for overseeing the compliance and

Centers on legal recognition and standardization of electronic identification and trust services in EU.
. Prioritizes the use of Public Key Infrastructure (PKI) for electronic signatures and digital certificates,

° Distinct in its approach to cross-border interoperability

Data Spaces Business Alliance (DSBA):
Focuses on creating a collaborative environment for data governance and standardization across various

\ Prioritizes interoperable data exchange and management within a legal framework, emphasizing /

Trust Governance Framework

(1) Gaia-X Framework: frust framework, Federation Services and Ecosystemn Architecture

—_—

Gaia-X Framework is founded on a trust framework and
federation services Lthal ladilitate the creation, interoperability
and composition of data spaces and infrastructure federations

e [

femerizn
rvon

Trust Governance Framesork

= mroge ofvification of the Sam-i s hitgs.

Hitgrcdido

GXDCH: Gala-X Clearing House
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@ Trust Governance Framework

Contract-based Trust (Trust Framework
Agreement) enables international and
decentralized Ecosystems with

* Transparency & Fairness

Regional & Ecosystem conformity

Identity protection & verifiability

Mitigate the risk of bias and exclusion (through
ecosystem-wide agreement)

il

Governance Authority
(e.g. Gaia-X AISBL)

publishesl

Dynamic Contract Trust Governance Framework

-

7 Y
/7 \
F Extended Digital Contract from TP1 R
E Trust Anchor (TA) Contract | S - Support Credentials Format ‘ E
! nglsit;d - Support Proof Types/Cryptographic Protocols 1
: | - Level of Assurance requirements 1
1 . Usage | - Additional Compliance Credentials Requirements. :
i Trusted Digital Contract Policy - Legal Requirements as per local regulations. :
1
i - Acceptable Trust Anchors must be in EU. ‘ ;
1 [ - elDAS TSP authorized to issue legalAddress.country 1
: attribute, legalName attribute and so on. Trusted |
i | - Trust Anchor authorized to sign attributes on + folicy 4
! acceptable storage location, compliance obligation. 1
' | - SSI'VCand DID as the identity protocol. Extends y
N 7
N 7’

N e e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = = = = = = = = ==

Trust Framework Agreement

|

Trust Agreements Model Credentials Exchange Distributed Attestation

- e e e = = = ===

TFAs are enactable digital contracts about trust anchors
(TAs) that state permissions, prohibitions and obligations in
using trust anchors and the credentials they produce. TAs
include state, organization, CAB, technological root of trust

' Closed Ecosystem !

Open Ecosystem

Federation of Ecosystems

SooN DA X
R SEY i

Legend:
Roles: . Participant (Data Provider | Data Consumer); . Federator. m Governance Authority
Data Exchanges: —— Payload data incl. metadata between participants; ===-

Ecosystems: (O Closed; <> Open. — Extendingtrust policies

Metadata between participant and federator; —— Metadata between federators.
Extending https://doi.org/10.1007/978-3-030-93975-5_1




@ Trust Agreement Model

The trust framework defines extensible policies and rules that govern how

participants in an ecosystem or Federation of ecosystems establish trust.

TFAs are enactable digital contracts about trust anchors (TAs) that state permissions,
prohibitions and obligations in using trust anchors and the credentials they produce.

TAs include state, organization, CAB, technological root of trust

Governance Authority

Closed Ecosystem

- Dpen Ecosystem
TP1—The Root Trusted Palicy that scope the
Federator I I - Federation of Ecosystems
TP2 - Trust Policy that scope the organization -

. . - - Palicy Extension
P2— Organization Usage/Access Policies

“ Trust Establishment

] -mandatory policies to be
compliant with

Research questions

Problem

The higher authority set a scope
within which the extended policy can
operate.

Federation at Level 2 (Fed A and Fed
B) extends TP1 to ecosystem-trusted
policies (TP2 and TP3) that
participants must comply with.
Trusted Policies ensure fairness of the
Federator by scoping their capabilities
concerning the higher authority.

Example, the Federation cannot
define policies that will exclude any
participant due to geopolitical

reasons since the Federator operates
within the scope defined by the
governance body using TP.

* The policies are distributed among different entities. The challenge lies in

evaluating these policies during
challenge.

runtime,

posing an architecture/protocol

* The scope of Trust Policies (TP) can indeed encompass rules that determine
whether a series of cascading data exchanges is trustworthy.

* The TP policies between federators and organizations are interconnected,
forming dynamic rules. A framework is required to evaluate these policies
collectively: monitoring policy compliance chain wise (e.g. P2Y-> P2B -> TP2->TP1)

Concept:

Dynamic Contract  Trustworthy Data Exchange

Trust Assessment Framework

The trust framework evaluates whether an organization/entity with local policies is
trusted by assessing its compliance with multiple trust policies.

A trust chain represents a sequential link of trust relationships between entities. In
this chain, entities or components establish and verify trust with one another, forming
a hierarchical structure. Each link in the trust chain relies on the reliability of the
preceding link, ultimately leading back to a trust anchor. The system propagates trust,
providing the foundation for trust establishment.

Policy Constraint on Another Policies: The trust policy may impose scope or
requirements on another policy, creating a tree of interdependencies. These
constraints serve as a mechanism to coordinate and align policies together.

Multi-Author Policies: The trust policies involve multiple authors and multiple
federations. Managing multi-author policies during run time evolution requires

effective coordination, explicit dependencies, and enforcement mechanisms.

g

-

Governance Authority
(e.g. Gaia-X AISBL)

N

Federator B

Federator Trust relationships

The trust chain among multi-
author trust policies forms a
dynamic tree created based
on constraints and attributes,
with explicit dependencies
and robust enforcement
mechanisms ensuring a
harmonized and secure trust
framework. The dynamically
evolving tree, assessed during
runtime evaluation, shapes
the trust relationship.

—l

P2A

compliant compliant |
PIX |— P2A |— TP1

[Organizaton X | [EEI

Evolving Trust Chain Dynamically During Evaluation

TP1, P2A, P2B — Trusted Policies
P2X — Organization policy




@ Trust Agreement Model

Administration and Delegation Profile (ADP) - Background

. The ADP allows administrators to write policies about other policies forming trees
that start with top level policies designated as root of trust.

. Usage Policy will not be enforced unless it is explicitly authorized by Administrative
Policies. Thus, a Usage Policy can be Admissible if its enforcement is authorized by all
upper layer policies, or NotAdmissible if one of the Administrative Policies in the
hierarchy cannot be considered.

. The policy evaluation flow can be summarized in two different steps: reduction and
combination

Reduction determines whether a usage policy was written by an authorized personnel and
whether the evaluation outcome can be considered or not. This is achieved by creating an
evaluation tree having as root node a root-of-trust policy and as edges the results of
applicable policies, then finding the branches that can reach the root-of-trust.

Combination step, the PDP combines all valid results using combining algorithms defined
in the policies

Ciso Business,
Compliance &

z Regulation Fq_lbgl-_l i

Issues P1 @
Deploy Alice’s
Consent Policy
ﬁssues P3
Joe -_ &

Manager Access

Create Consent Policy Request |
(1.e. Administration policy)
Issues P2

2

Alice
Data Subject

@

Disclose Data

slaﬂ

Policy editing workflow

Trust Agreement Model using ADP

Dynamic Contract

The Trust Policies (TP) between entities can be viewed as Administrative and Delegation Policies
(ADP), where each participant defines the scope of the agreement and delegates it to the

federators/participants.

ADP enables administrators to craft policies about other policies, creating trees that begin with top-

Trustworthy Data Exchange

Trust Assessment Framework

level policies designated as the root of trust.

ALFA policy uses "Policylssuer," "Attributes.delegate attribute", and "Attributes.delegation-info",

which are used to create an administrative request.

The higher authority set a scope within which the extended policy can operate.
Root-of-trust policies that encode regulations defining the actions data owners and data processors

can take regarding the data.

Federator A

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
@ Organization X
1
1
1
1
1
1
1
1
1
1
1
1

Policy Constraint

Is P2X (organization X)
compliant with P2A?

ADP reques

P2X Admissible

Federator A

P2A

TP1, P2A, P2B — Trusted Policies
P2X — Organization policy

Federator B

ADP-Policies Tree

) =) |




Adaptive, compliant, intelligent Credentials Transformation

The baseline technology that does a policy-based transformation or
exchange of credentials from one type to another.

The technology is Adaptive to different use-cases and trust models due to
the policy-based approach. The business logic of how the credentials need
to be transformed or exchanged are encoded as policies.

The integration with Trust Governance Framework enable transformation
or exchange credential in Compliance with Trusted Policies that scopes the
usage of the new Credential.

The Credentials Transformation or Exchange service technology can be
adopted to different contextual changes and operate in an intelligent
manner enabling it provider better services with minimal intervention.
Enabling selective disclosure to minimize identity footprint, granular
consent

Challenges

Collecting the evidence of credentials exchange

Integrating with different Trust Frameworks and being compliant with
multiple policy systems.

Improving the Trustworthiness of the credential exchange services

Building trust between parties involved in the exchange and ensuring the
validity and authenticity of exchanged credentials.

Implementing effective mechanisms for managing the revocation and
expiration of exchanged credentials to maintain data accuracy and security.
Overcoming the technical complexities of implementing zero-knowledge
proofs for credential exchange to enable verification without revealing
sensitive information

Resolving the challenges associated with translating and mapping
credentials between different formats and schemas to ensure seamless
interoperability.

Dynamic consent management, cross-domain consent handling, legal
harmonization while establishing selective disclosure

Credentials Transformation

)

Organization Participating in Dataspace

Local preferred

S50, OpenlD
Connect, SAML 2.0,

Kerberos, ...

User roles

Dynamic Contract

Trust Governance Framework

Dm_a 1

Credentials
Exchange/

Transformation

authentication (mmmm S ( ,
mechanism: elDAS, 1 Connector +— ,@4_ —— Connector |
1 ) i )

l

Provides valid Data
Contral Policy

identity

Data Provider

Authorization bas

of requesting

organization

l

Authorization

Common Attributes

and Authorizal

| Credential Exchange Scenario |

f»

Organization

Credentials of

Credentials Policies
CpP

Check user role, privileges and
group of incoming credentials.
Rules about privilege
elevation for specific groups
A,BandC.

Rules to exchange credential
of group A for a credential
with higher privilege to access
the red zone.

Use

exch

aCr

User A
U

Credentials Exchange
service

tion

rAfrom

Group A

ange his

credential with

edential

that allow him
to access the

Red Zone in the
organization

Ll:-

- Obtain additional consent to verify the privilege
elevation operation (to check whether higher privileges
are authorized or not).

- Check with external authorities (government bodies) to
check authenticity

Trust & Identity
authori
i Provides valid Y

proven identity aftributes

=z
o

Data Usage Policy

Allow the Usage of the Data

Connector-restricted Data Usage

-restricted Data Usage

Interval-restricted Data Usage

Duration-restricted Data Usage

ed on

Location Restricted Policy

BERERERARE

Perpetual Data Sale (Payment once)

Data Rental (Payment frequently)

©

Role-restricted Data Usage

10 |Purpose-restricted Data Usage Policy

11 |Event-restricted Usage Policy

12 |Restricted Number of Usages

13 | Security Level Restricted Palicy

14 |Use Data and Delete it After

19 | Policy when Distribute to a 3@ party

20 | Distribute only if Encrypted

21 |State Ry

d Policy

Identity Federation scenario in Dataspace with Credential Exchange or Transformation Service

| Credential Transformation Scenario |

Credential Exchange scenarios whether a user can exchange a'Credentlal Transformation is to transformation a credential from
credential for another credential that has a large scope than thei gne to type to another, for example, from OIDC to SSI

one issued to it. The type of the credentials remain the same the: credentials as shown below. In Selective Disclosure use-case, the
privilege level varies.

;creden‘ual is transformed to a Proof that would be shared with

the verifiers.

&>

Organization

OpenlD Connect

Credentials Policies

cP
Pl requirements

Privacy requirement based
on the internal policies
Rules on credentials
lifecycle as defined by the
users

Rules on credentials
revocation based on
internal policies.

(OIDC) Identity
System

()

OIDC Token

!

Credentials Transformatlon

service

Verifiable
Presentation
that is
acceptable
across
different Trust
Agreement
Models

2HES

Self-Sovereign
Identity (SSI)

rules

- Additional Credentials attested from Trust Anchors
- External attributes to evaluate exchange policies and

- Certificate from Trust Anchors as specified in TFA




@ Delegation of an Action from entity to entit

A user relies on an Al assistant to delegate authority for online services. The Al
assistant, equipped with the user’s preferences and budget constraints, autonomously
performs tasks defined by a user reducing the user's direct involvement in the
decision-making process.

Problem

* Multiple user accounts may share Al agents. Ensuring that each user has
appropriate permissions while interacting with Al agents is essential in
maintaining security and integrity for each account.

* The Al agents perform actions beyond the scope of the original query, which
necessitates a mechanism for user consent and authority delegation.
Applications may require the Al agent to perform delegated tasks without
compromising the user.

* Define the scope of a delegated authority to an Al assistant for managing
personal digital space.
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Research questions

* Investigate the potential bias in the decision-making algorithms of the Al assistant
to ensure fair and unbiased choices, especially when dealing with diverse user
preferences and socio-economic backgrounds.

* Research methods to enhance the security and privacy aspects of the Al
assistant’s autonomous decision-making, addressing issues such as data
protection, secure communication, and preventing unauthorized access to
sensitive user information.

* Explore ways to empower users with greater control over the Al assistant’s
decision-making process, allowing them to easily intervene, modify, or override
decisions to align with their evolving preferences or unexpected changes in
circumstances

Dynamic Contract Trust Governance Framework

Delegation of Actions

Trust framework and distributed data and digital clearing houses are used to enhance trust through the accountability
and traceability of operations and data flows between different Al agents and user’s Al assistant:

* The digital space emphasizes enforcing access control privacy obligations to ensure that data exchange between
client Al agents and the cloud is accompanied by the correct fulfillment of privacy obligations, such as
anonymization.

* Research explores techniques related to the Trust Level Evaluation Engine for ensuring data integrity and
authenticity in distributed systems. The focus is on robust mechanisms to verify the trustworthiness of data
exchanged with the cloud.

* Examine methods for implementing secure access controls and authorization mechanisms, particularly in cloud
environments, to ensure that only authorized entities can handle and process sensitive data securely.

* Investigate decentralized trust services protocols and techniques for building mutual trust between entities.

* Digital Spaces can support the commercial Al model provider with evidence collected from clearing houses and
ensure that the digital ecosystem consists only of trustworthy stakeholders
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(1) Distributed Attestation (Digital Clearing House)

Distributed Remote Attestation

The distributed remote attestation is a crucial security service that allows a
remote verifier to assess the state of an untrusted remote prover (device). As the
number of Internet of Things (loT) devices continues to rise, ensuring their
security becomes increasingly important.

The remote attestation ensure the reliability of evidence such that the
participants in a digital space can check the trustworthiness of credentials issued
by the Trust anchors.

Types:

* Paradigms of Remote Attestation: Software-Based Attestation, Hardware-
Based Attestation, Hybrid Attestation

* Traditional Remote Attestation Protocols - focus on reasoning about the
state of a prover device.

* Swarm Attestation - as interconnected loT devices form swarms, attesting
their collective state becomes essential

Challenges

. Scalability: Traditional challenge-response remote attestation protocols
between the verifier and a single prover face a severe scalability challenge
when they are applied to large scale loT systems 2.

. Trustworthiness: The measurement, quote generation, and reporting done
by trustworthy TCB (Trusted Computing Base) is critical for remote
attestation 1.

. Constrained disclosure: Attester can decide what information can be sent
to verifiers without revealing confidentiality and privacy 1.

. Technical capabilities: Technical capabilities for updating whitelists,
validating, verifying, and evaluating attestation reports are necessary for

Dynamic Contract Trust Governance Framework

Delegation of Actions

. Distributed Trust Registry: Manages the list of Trust Anchors in an immutable manner. The Trust Anchors are
decide based on policies that is scoped by the governance authority defined Trust Governance Agreements.
There are various technology that could be used to implement this such as Blockchain, DLT or TRAIN.

. Digital Notary: The notary helps with onboarding by attesting the registration number of the organization.
The attestation from the notary is necessary to ensure compliance.

. Credentials Event Service: A distributed storage solution that holds compliant credentials usually in the form
of Verifiable Credentials (VCs) and helps with publishing compliant services through federated catalogues. This
is usually implemented using Interplanetary File System (IPFS) nodes.

. Distributed Logging: Logs the credentials issuance events for the purpose of traceability, audit and evidence

retention.
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Dynamic Contract Trust Governance Framework

@ Decentralized Identity in 6G
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Research on Digital SpacesTrust: Cascaded end-to-end data exchange

Research the cascaded and verifiable enactment of digital agreements and data usage policies, make breakthroughs in digital space technologies, and enable the development

of new digital space services.

Build a digital space ecosystem to enable secure, cascaded end-to-end data exchange ensuring verifiable data ownership with delegation of authority and traceability of data at
each phase of data life-cycle.

Key technology planning

LLM Al Agent Trust System

trusting

N 3 establis Trust system *  Policy enforcement ensures that only authorized users can interact with Al agents.
9@ -0 ] / - " b i dor with evider

Digital Spaces can support the commercial Al model provider with evidence collected

100+8
parameters ' processing

LLM  Post-filter

! + from clearing houses and ensure that the digital ecosystem consists only of trustworthy
t_j g ‘,—"g <:§>{ g g g ‘ _— e . stakeholders
—— | connector i °°G“;;3‘,';‘"S’ | Respon Mansk  Data sharing agreements specify rules and conditions for data sharing based on data type
o NEU Cluster 7] sibility. anagem Digital Space . . .
|t pmenomng F S : it e as well as the location of data in case of cross-border sharing.
Subject control ) . N
‘ Intelligent application layer

* Sharing agreements enable reliable data and service sharing across different domains.

* Policy enforcement ensure a secure and privacy-preserving data exchange among
applications for collaborative Al.

* Enable federated learning and cross-domain data exchange enabling Al models to learn
from distributed sources without compromising data ownership and privacy.

* Create data marketplaces governed by contracts and agreements.

Intelligent network layer

* Policy enforcement at ensures network security and compliance with regulations and
mitigates threats.

» Different domains exchange network-related data to analyse network traffic and events
and improve network configurations and services using Al.

e Contract-based governance facilitates collective decision-making among network
participants and domains.

e Contracts and agreements enable dynamic provisioning and sharing of network
resources and ensure fair and transparent allocation.

Infrastructure layer

* Cloud infrastructure enable virtualized data sharing networks allowing secure and
controlled data exchange.

Intelligent application layer: how to

Media content ‘
verification

i ensure the fair use of data by Al

agents?

Intelligent network layer: How to

Dynamic access
control polic

ensure that data used by Al agents is

exchanged only through the secur

i Infrastructure layer : how to collect
| evidences related to the data usage
i and exchange and ensure correct
' enactment of digital agreements and

' * Clearing houses can be used to generate, collect and maintain tamper-proof records of
o distributed [‘emote network events and usage patterns, which enables trust and accountability.
data usage policies: attestation e Cyber-physical systems help with the distribution of clearing house and with the

generation and collection of evidences and proofs.

* Policies must be enforced upon the generation and collection of data by cyber-physical
systems to ensure compliance with regulations and to protect data ownership starting
from its collection.




@ Cascaded end-to-end data exchange

Existing digital space concepts focus on one-to-one data exchange only in a single
ecosystem with a single trust framework.

Data sharing agreements concern two parties only
Trustworthiness of the data exchange is guaranteed through the digital space
authorities (e.g., trust anchors, clearing houses, etc.).

Trust Framework

m M m M Mm

Trust anchors / Clearing houses / dataspace authorities

Data
Provider

Data
Consumer

Problem

Future digital spaces incorporate many data sharing nodes belonging to different
federations or trust frameworks.

Therefore, data exchange is not necessarily one-to-one sharing but rather a
cascaded sharing among many nodes.

Data sharing agreements must concern multiple parties instead of two only.
Trustworthiness of the data exchange must be guaranteed through a share
responsibility among several authorities belonging to different trust frameworks
Research questions

How to model data sharing agreements to consider both single nodes as well as the
end-to-end path of data?

How to generate policies to be enforced at each node throughout the path?

How to manage conditional cascaded consent throughout the path of the data?
(each node may have its own conditions and consent for data sharing, and such
condition must propagate and be enforced throughout the path).

How to synthesize monitors to track the data usage and ensure the enforcement of
the agreement throughout the end-to-end path? How to generate and collect
evidence of compliance across several nodes and several trust frameworks.

Dynamic Trust

end-to-end data exchange

Trustworthy Data Exchange

Trust Assessment Framework

Concept:

* Aclear expectations and guarantees should be clarifies
regarding what each party/node can offer during
negotiation.

*  This negotiation process is integral and should be a standard
practice at every edge within the domain.

*  The domain itself operates under specific policies that must
be enforced, ensuring that agreed-upon conditions are met.

* This enforcement can be observed at different levels,
including:

The negotiation level between nodes,

Node-level policies

Policies across domain nodes.

The policy scoping ensures that policies of different levels are
consistent.

*  The contracts across domains, whether they represent a
network, enterprise, or data space, a comprehensive
consideration of these agreements is essential for seamless
operations and interconnectivity.

U Clearing house can facilitate secure evidence collection and
storage for compliance in negotiation and policy
enforcement processes when data is shared within a
single/different domains

1. Enforcement within a single domain can adopt either
centralized or decentralized approaches, offering flexibility in
implementation. However, when extending across different
domains, only decentralized enforcement is feasible.

2. Technologies such as blockchain or DAA play a crucial role in
securely collecting and storing evidence to ensure
compliance with the negotiation and policy enforcement
processes.

3. The Clearing houses can efficiently resolve issues by
referring to the securely stored evidence.

* 0O O O

Examples:

- Ascenario of a supply chain system where, internally, before
any data is moved, a thorough check is conducted to ensure
compliance of contractual agreement.

- The compliance include check of local policies, negotiation-
level policies, and across domain policies
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PDP, PDC — Local Usage Policies of DC and DP
PA, PB — Cross domain usage policies
DSA — Agreement Usage Policies




@ Distributed Data Clearing House

A distributed clearing house is a decentralized authority that facilitates the
exchange of data among multiple parties, ensuring compliance with established
agreements while upholding data privacy and security.

A- Role of Data Clearing House:

¢ Agreement Management and Enforcement. The clearinghouse manages data
exchange agreements, including the terms of data usage, pricing, and any
relevant contractual obligations.

* Provenance and traceability of data, enabling participants to verify the origin,
transformations, and ownership history of the data they exchange.

* Resolving disputes between data providers and consumers regarding data

exchange agreements. - N .
e S S o |

o M M

Distributed Clearing House
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B- Distributed Clearinghouse Scenario:

* In a distributed clearinghouse scenario, the CH1, CH2, and CH3 clearinghouses
operate in a network of interconnected nodes spanning different domains.

* The clearinghouse facilitates data exchange between nodes A and B across
domain 1, overseeing their data exchange agreements and maintaining the
provenance and traceability of shared data.

* Meanwhile, an agreement enables node B (in domain 1) to share data
received from A with node C in domain 2.

* The clearinghouse should monitor and collect logs of node B's activities within
domain 1 and node C within domain 2, ensuring compliance with data
exchange agreements.

* A standardized protocol and trust establishment are essential to ensure
integrity and adherence to agreements across the distributed clearinghouse
network. This protocol should enable seamless communication and
verification of data exchanges between distributed clearinghouses, confirming
that shared data between domains complies with the agreed-upon terms.

Distributed Data Clearing House

Concept:

Dynamic Trust = Trustworthy Data Exchange  Trust Assessment Framework

Interoperability and Standards: Clearinghouses can implement interoperability standards to facilitate seamless data
exchange across different platforms and domains. This involves using standard protocols to ensure consistency in data
formats and communication between diverse systems.

Trust: Establishing trust between clearinghouses and between them and participating nodes involves developing robust
authentication and identity verification protocols.

Decentralized Identity Systems: Clearinghouses can explore decentralized identity systems to give participants more control
over their identities and credentials.

Dynamic and Adaptive Clearinghouse Monitor: A dynamic clearinghouse monitoring framework that can adapt to changes in
agreements and monitor usage access logs, accommodating evolving requirements and emerging technologies.

Security in Cross-Domain Data Exchanges: Addressing security challenges in cross-domain data exchanges involves
considering diverse regulatory environments and data protection requirements. This includes compliance with data
protection regulations, addressing liability issues, and considering ethical considerations in data sharing.

Distributed Ledger: Clearinghouses can leverage blockchain and smart contracts or other DLTs to collect events and
automate the enforcement of data exchange agreements within clearinghouse frameworks.
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@ Data Capsule

Current situation:

Existing digital space concepts focus on data exchange between two entities and
modification on the original data are out of the scope.

Data capsule facilitates data exchange and modification, however, without taking
into account traceability record.

The exchange of data capsule is considered between trusted entities, i.e., data
owner and Trusted Execution Environment Owner

Third parties can read data without any further changes

TEE Owner

P

Data prowder Data consumer  Copy of Data

Challenges:

In future digital spaces, numerous parties will consume and share the same data
acting as data consumer and data provider simultaneously;

Entities will consume data and share its modified version with other participants
after implementing modifications of that data;

Current data capsule implementation partially support traceability and data
ownership statement without any records of authority delegation;

Any modifications and delegation of ownership are not traceable and
trustworthiness of shared data is not fully achieved;

Meta

Data Data

Current Data Capsule structure

Research questions

How to collect and register any usage and/or modifications of data?

How to collect, manage and associate data usage consent issued by multiple
parties, yet enforcing data usage and obligation policies?

How to verify data ownership and keep track of authority delegation?

How to collect and combine the data usage control policies defined by different
parties across the cascaded data exchange environment?

Dynamic Policy Trustworthy Data Exchange

Data Capsule Execution Environment

Current scenario for TEE and data capsule:
Trusted Execution Environment provides secure area that protects data loaded inside it from unauthorized access or modification.

Data capsule is a self-contained and self-enforcing data model that contains sensitive data, a policy restricting how the data may be
processed, and metadata relevant for data privacy concerns.

TEE and data capsule are used to enable a self-expiring data capsule. Sensitive data is encapsulated into a data capsule that has an
access policy and an expiring condition.

The access policy specifies which functions are eligible to access the protected data and its expiry conditions.

The expiring condition dictates when the data should become inaccessible to anyone, including the previously eligible functions.

Data Capsule Execution Environment
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Design additional trusted compilation TEEs
and protect data application securityand 1_______.
intellectual property rights.

Involved Stakeholders:

Data owner (provider) — an entity that has legal ownership of the data or acts as a delegee by providing data on behalf of the data
owner;

Infrastructure Owner — an entity that provides secure infrastructure for the TEE deployment and execution of operations
requested by data consumer. Infrastructure owner may act on behalf of data owner in accordance to the delegation policy by
offering data as a service;

Data Consumer — an entity that uses data in accordance to the policies defined by the data owner and enforced by the Data
Capsule Execution Environment




@ Advanced Provenance Capsule

for cascaded end-to-end data exchange

Current situation

Challenges:

The technical solutions of the concept are applicable to the use cases:

Al Assistant — secure communication with other agents that perform different tasks;
Al and LLM Training — exchange traceable data for Al agent and LLM training;

Media Content Right Verification — secure exchange of media content with the
traceable changes and prof of ownership;

In future digital spaces, numerous parties will consume and share the same data

acting as data consumer and data provider simultaneously;

Entities will consume data and share its modified version with other participants

after implementing modifications of that data;

Current data sharing approaches partially support traceability and data ownership

statement without any records of authority delegation;

Any modifications and delegation of ownership are not traceable and

trustworthiness of shared data is not fully achieved;

Data )
(Data Capsule),

Exchange
path

Data nodes Data provider ~ Data provider/consumer Data consumer

N
Trust framework B

Existing digital space concepts focus on data exchange between two entities and
data modification is out of the scope

Dynamic Policy

Trustworthy Data Exchange

Advanced Data Provenance Capsule

Concept:

Advanced Data Provenance Capsule — is a self-contained and self-
enforcing data container that tracks the origin and changes of
data throughout its life-cycle. It consist of 5 components:

Metadata

Provenance|
Reference

Usage
Policy 1

Delegation
Policy

Usage
Policy 2

* Metadata — provides information about data, including
creation date, hash value, etc.

* Provenance Reference — is a reference to the statement that
describes the history, ownership and registry of every change
done to the data.

* Data Usage Policies - a set of policies defined by the data
creator and the delegated entity.

* Data — defines an information asset provided by the data
creator.

* Delegation Policy (ADP) — a set of delegation policies defined
by the data creator (in some cases could be defined by the

delegated entity) to scope delegated activity

099%09¢

Data Ownership  Provenance
Certificate Registry 2

Provenance Provenance Provenance
Registry 3 Registry 4 Registry 5

Data Owner (delegator) creates a data capsule with:
* Provenance Reference 1 — reference to the initial capsule

Delegation of Authority and Selective Disclosure

information available on the request at the Clearing House;
* Usage Policy 1 — permits delegee to read/write data;

» Data - original data asset with no modifications;

* ADP 1 - specifies the scope of delegation for the delegee

Delegee acts on behalf of Data Owner:
* Provenance Reference 2 — reference to the data usage
registration statement;
* Usage Policy 2...n — allows sub-delegee to access parts of the
original data;
* Data - original data asset for selective disclosure;
e ADP 2 - specifies the scope of delegation for each sub-
delegee

Data Capsule Life-cycle
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Research on Digital Spaces Trust: Constructing Dynamic Trust assessment for Data, Algorithm and Al

1. Build a reason opinion in a uncertain world (zero trust environment) where uncertainty comes from devices, services

2. Build a Trust Assessment Framework that is endogenous to Al and promote the standardization of an open and neutral intelligent network trust assessment mechanism in
ITU-T.

Key technology planning

Data HM ‘ A1 Agent ‘ Intelligent application layer
h e : oy |
Brchange . [ o ® 0 ] @ % t“'Stt « A Trust Assessment framework (TAF) that can evaluate
10048 D ] PTIM Postfiter : environmen . . . . .
~— u;”ﬁ“ 566 i \ i trustworthiness in entities and data using a reasoning framework
= - [ *ﬂl E ; ] +
- O © uExw \’/\:;% o - ‘ P such as Subjective logic.
cesding " Collect T e | oy | : : , :
processing Collecting ‘ e — Trust Assessment * Design an agnostic TAF in order to support any uncertainty

_________________________________ = Franiwork reasoning framework (Subjective logic, Dempster Shafer Theory ...

Intelligent application layer: How e | anfj should be able to choose the right operator for a given task.
Personal ' Network ' Security Assessment on trust ' Intelligent network layer
assistant detection

sources * A Trust Assessment framework (TAF) that can evaluate
Dynamic Trust trustworthiness in Algorithm and Al based on the trustworthiness
Assessment on data in the training dataset.
* Design a sufficiently agnostic TAF for trustworthiness in Al in order
to support any scope of Trust such as privacy, fairness.
Infrastructure layer
* Design a dynamic TAF that will not depend on the environment
such that it will not require some changes for some specific use
cases.

much can we trust a digital person? Is

| the digital person an Al agent? How
i much can | trust the dataset used to

train this Al agent?

Dynamic Trust
Assessment on Al

Intelligent network layer: How much

Dynamic Trust
Assessment on
algorithm

can we trust a path used to share

data or intelligent network generated

Infrastructure layer: How can we

Dynamic Trust ‘ '

Assessment
Framework

growing world?

' dynamically access trust in a fast-




@ Dynamic Trust Assessment concept

Complexity Levels of Trust Assessment

4 Level of Assurance

CL1 *  Well-defined claims * Complete evidence
* Known trust authorities * Clear verification algorithms

~N
The level of assurance is related to the

level of quality of the requirements that

are met in the process. )

\_
Dynamic Trust on chains of Trust Sources

\

«  Known unknowns * Predictive analysis and reasoning are
assertions about variables needed (e.g., probabilistic reasoning,
CL4 stochastic analysis, Bayesian reasoning,
Subjective Networks)
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*  Well-defined claims to verify * Untrustworthy trust anchors  Dynamic Trust ST
CLZ . Trust
* The rules of the trust framework are clearly + Cannot prove trust chain Assessment of the Networks
specified + Evidence obtained indirectly trust authorities. (STNs)
» Verification algorithms can cope with uncertainty
- J
Dynamic Trust
* Thedata and the data nodes'that produce .« The claim requires a Assessment of the 1) Spect
Cla |- ellobedllo Gy e RN o 2)the dotanades e
* € evidence about the data is undirec assessment, because there data
* Missing information about how to validate is no evidence about the . ( Networks
the claim, or the claim is about somethin i ; providers/consumer) (STNs)
subjectivé : data in the claim and 3) the end-to-end
data exchange (paths).

Dynamic Trust

Assessment Subjective
that includes Networks
: (SN): STN +
reasoning '
ithout Bayesian
wit ?u Reasoning
learning.

Dynamic Trust including Unknown Unknowns

CL5 ¢ Unknown unknowns * Learningis needed (e.g., training , ML,
assertions about variables reinforcement learning, big Al)

Dynamic Trust Neural
Assessment that | Networks
i (NNs)
includes

Dynamic Trust  Trust Assessment Framework

Dimension of authority/trust sources

Evidence obtained through a referral
chain of trust sources

O Trust sources

No direct evidence — Evidence

Dimension of data and data nodes

O Data nodes

—» Data

Dimension of known unknowns variables

Variables of
§O known type

Conditional
relationships

Dimension of unknown unknowns variables

Variables of
unknown type

Unknown
relationship
between
variables




@ Dynamic Trust Assessment

of cascaded exchange paths

Challenges

Existing digital space concepts focus on one-to-one data exchange

Data Data
Provider Consumer

However:

data exchange is not necessarily one-to-one sharing but rather a cascaded sharing
among many data nodes that produce (data providers/consumer), use or forward
the data

the data and the data nodes could be unknown and untrustworthy (following the
Zero Trust principle)

missing information about how to validate the claim, or the claim is about
something subjective

N
Trust framework B

Data
r--llllli\
1
1
1
1
Exchange :
4
path ork C 1
#“ .7
Data nodes Data provider Data provider/consumer Data consumer

Chains  Data Data Nodes

The technical solutions of the concept are applicable to all the use cases:

Al Agent Assistant — trust assessment of the Al assistant interaction with services;

Al and LLM Training — trust assessment of data used for Al and LLM training;

Data Warehouse and Data Capsule — trust assessment of data exchange path;
Media Content Right Verification — trust assessment of the media content exchange
path;

6G — trust assessment of heterogeneous devices communication

That include 1) data, 2) the data nodes and 3) the end-to-end data exchange (paths).

Dynamic Trust

TAF: Dynamic Trust Assessment for data exchange paths

Concept

Dynamic Trust Assessment Framework (TAF) is running in parallel
with the execution of the concrete system under consideration
(concretely the cascaded exchange paths)

*  TAF assesses the trustworthiness on the 1) data and 2) the
data nodes (that produce, use or forward the data) as part of
the end-to-end data exchange (paths) in relation to a certain
property

The TAF brings together:

1. creation and maintenance of trust network models [TMM]

*  The trust model is a graph that is build based on the
underlying data exchange path/graph topology

* Depending on the concrete use case and the objectives
of the trust evaluation, the vertices in the trust model
can depict different aspect from the data exchange (e.g.,
a vertex in the trust model can represent a 1) data node
or 2) the data itself)

*  The trust model is dynamic and it needs to be updated
at run-time during the operation of the system
(models@RT)

2. quantifying the trustworthiness of trust relationships [TSM]

e Select trust sources for each trust relationship based on
variables under assessment

*  The trust sources can also form dynamic chains (see L2)

e  Algorithms and methods are needed for calculating the
trustworthiness of each trust relationships from the
trust model, based on the evidence from the trust
sources

3. quantifying the trustworthiness of the trust model [TLEE]

* Algorithms and methods needed to compute the trust
level of the overall trust network

* Uses the input from TMM and TSM to calculate the level
of trust (i.e., the trustworthiness)

Trustworthy Data Exchange

Trust Assessment Framework

Data exchange

Data Node 3

Example of a trust model

Trust Object 4
(corresponding to
Data Node 3)

Trust Object 3
(corresponding to

Trust Object 5
(corresponding to

Trust-Object 2 Data Node 2) Data 3)
{corresponding to
Data 1)
Trust Object 1
(corresponding to
Data Node 1)
Evidence
Trust Trust
TAR tm_ID Model Sources
—Pr-r-- P Trust Trust
! Models Manager Sources Manager
! (THs) (M) (155) (Tsm)
1
: T T
1
L e tm_____ . ato
T t
X Trust Assessment (TA) i 1
! v v
: Trust Trustworthiness
Lolortl___ Decision Level
Engine Expre;sinn
(TDE) Engine
(TLEE)
RTLs
« T | |t el

TAF High-level Architecture
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@ Dynamic Trust Assessment
for NNS/I_I_'\/IS (eg Q*) |_https://www.xda-developers.com/artificial-general-intelligence-g-star/ |

TAF: Dynamic Trust Assessment for Al

= * Training dataset consist of Picture of cat/dog and label of each picture, and
Provider 1 | trust opinion on each picture and label.
=L _Data orchango . 2 Ty ®
Dr_:lta response
FITUEETE o b * How does this trust opinion impact trustworthiness of the Neural Network?
e patass B N Trustworthiness in the query User
— namic Assessment for ’Pars.e
— — o Trustworthiness in the response
Probability that
— the pictureis a
cat
*  Depending on the source of the training data, the path used to share the data, the —
actor of the processing, the TAF can be used to derive trust in the dataset tpt:;’??:é“ty
picture is a
*  The trust (for a given scope) in the dataset intuitively impact the trust (for the same Label=cat dog
scope) in the NN trained using this dataset
* The trust in the data X and the label Y is used as evidence to create a parallel
function that will be used only to propagate trust opinion(like the trained Neural ) ] o ]
Network with X and Y) * Create a parallel function (during training of the model) on trustworthiness
data
*  This parallel function can be used during operational/reinforcement learning phase * Propagate trustworthiness in the data during forward propagation (of
to calculate trustworthiness in the output of the Neural Network standard training process) using reasoning framework to multiply, fuse
and discount trust opinions
*  During reinforcement learning if the parent model is updated/improved, the * Calculate the trust opinion on weights and bias using conditional
parallel function should also be updated accordingly relationship (apply operators relevant for that) between variable during
backpropagation
«  Using zero trust concept, initialization of the parallel function is done by mean of * The resulting parallel function could be neural network with the same
full uncertainty (vacuous opinion for SL) architecture as the original one but where weights are
distribution/opinion instead of value
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@ Dynamic Trust Assessment
for NNs/LLMs

During training process we can distinguish two main subprocesses:

Dynamic Trust

Trust Assessment Framework

*  Feed forward: this process is the one used for inference (but it is also used during training). It starts with the first layer and uses the input data X as input. For each layer we compute the
output as following: a(X X @1 + B) where ¢ is the activation function, 84 is the weights matrix of first layer and B4 the bias. The output of this layer will be used as input of next layer

and so on. The final output y’ will be the output of the last layer

*  Back Propagation: This process is the one used to learn(to update the weights) based on feedback based on the error. It starts with the last layer and uses as input the error 6, = y — y'.
For each layer we update the weights and bias using the error and compute the new error to forward to the next layer in the process

The goal here is to map both processes to a corresponding one at the opinion level.

Neural Network

Opinion on the data X

NOTE: the parallel function is not derived by the

mean of a training process

Corresponding parallel dynamic trust function

Feed forward
process

Feed Forward

Parallel Feed
forward process

(WY JEWAN  Back Propagation
process

Back Propagation

BL Lnew’ BLlnew
9L2‘new’ BLGew

Parallel Back
Propagation
process




@ Dynamic Trust Assessment
for NNs/LLMs

Feed Forward

Back Propagation

Opinion on the data X

Dynamic Trust  Trust Assessment Framework

Neural Network Corresponding parallel dynamic trust function

O'(XX 0L1 + BLI)

v

Parallel function homomorphic projecti
o(at A.b) = faaa(wq, wp)

o(@axb) = frur(we, wp)

fupdate (a,b) — fparUpdate (wq, wp)
8y = eLlneW 5y a'(y")

eLlnew’ BLlnew =
fupdate (eLlold' BLlnew' X, 6y)

(Ué‘y

6,=y—-y

(U;/ = ffromy . y" wy)

w3, after feed forward

X Y
Wy = ffuse (wy" wy’)

[
»

faad> fmuits frromy and fparupdate @s well as each fusion operator (ffys.) to use

Challenges consist in finding appropriate function for the parallel function based on a reasoning framework (Subjective Logic for example)
and (maybe) some of the neural network features (is it a neural network for computer vision or natural language processing?)




@ Dynamic Trust Assessment
for NNS/LLMS Example of EX|St|ng framework: DeepTrUStl https://www.frontiersin.org/articles/10.3389/frai.2020.00054/full |

Dynamic Trust

Trust Assessment Framework

*  DeepTrust is a framework for quantifying trust in a neural network based on trust in the training dataset.
*  DeepTrust does not create a parallel function, however during the process of DeepTrust, there is a need for quantifying trust opinion on all data (and variable)

exchanged/used during feed forward and back propagation.

*  Therefore DeepTrust also needs parallel function homomorphic projection:

faaa:
fmuie:
fparUpdate:
* fuse:

ffromy:

Source

Neuron
Analyst A
—|A:Source|
NeuralNetwork
()
; o/
()
\¢/
— —A
WNN — WN('urulNl'Iwnrk

Subjective Logic Average fusion

Subjective Logic Multiplication operator

Based on fyq4 and frnuie
Subjective Logic Average fusion

Using an € to count positive and negative evidence

—Source

NeuwralNetwork

Neural
. Network

D0

output layer

input layer

hidden layer 1 hidden layer 2
4

—{A:Source)

= f usion ( W.’V('umlNelwurk )

—— Direct opinion
Derived opinion

----- » Final opinion
=== Advice

? AN | 2 (e S el el S e S R S T T ==
|‘ @ | i o mem anighr lvl‘ﬂa.v ] Winpu! Wn'('ighl E/bia.\' Wourpul | label Wlub(»[ |
| Data pinion Loss | | W, =W Y — |y W, Py = '
= | I W W, > W newron | el Wiy _ |
w2 > — wz B "

' - | | ¥ Sl < MTA = RS W, |
: — b | | Hidden e Output |
! | | I Neuron | | Neuron |
Il ot 3 | =X =r |
S - | “lllvimron =f“~"iU”(Wb~ Wy = Wy 1| I W newron_, — W"““"" |
G G ______ S ————— 2 :D W neuron C:) |
v | =X 5 wEm T2 = |
\ 4 \ | W peuron = fusion(Wp, Wy, - Wy, ..0) |
Input Label W; Wiarel: | T7¥ — W 72 |
£ /1 ;ﬁ m,":" 4‘& ‘" éia 2 = Wncuran = W\ Iy * W,\' |
‘ BN, Vie — XY N W = Fusion(W. W |
A Weight % 3 1. Opinion of Data AR W veight oAl L . neuron — Jusion( neuron m'urun) 4

=2 X y G RN e S e e K e N R D

/' 2.Loss

/! X 3. NN Topology A\ SL Fusion Opinion of NN WN'V

/ \§ ::,‘,,,a;jf‘ :) / x:” y ;{ Operator ]

NN NN
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@ Dynamic Trust Assessment Dynamic Trust  Trust Assessment Framework
for I\/I u |t| modal Al (eg Gem|n| Al) https://www.unite.ai/googles-multimodal-ai-gemini-a-technical-deep-dive/

Benefits of Multimodal Al compared to single modal Al (classic one):

* Multimodal Al take different type of data as input
* Multimodal Al more closely simulates human perception through senses
e Multimodal Al Learns relationships and dependencies between different types of data for better prediction

We can distinguish 3 types of architecture:
. Early Fusion: the fusion is done before the training. The single modalities are processed individually for
feature extraction then fused before training/making decision

. Intermediate Fusion: concatenate each feature representations before Late Fusion
Early Fusion o Late Fusion: solve the problem separately using each type of data, then fuse the output using average or
Input modules: Combine the - majority vote ...
For features extraction, embeddings into a Model to train
embedding single representation
Data
— ‘ ! S SR
1

NLP Module Intermediate Fusion

Image Module 5 -
Fusion Decision 1
Module making Output T ) f
Audio Module module

Other DL Module

TAF: Dynamic Trust

Assessment for Al

Input modules:
C itenate th .
For features extraction, oncatenate me Model to train

embedding embeddings

| . |

NLP Module

Image Module
TAF: Dynamic Trust
Assessment for Al
Audio Module
|
I

Decision
making
module

TAF: Dynamic Trust on
data and algorithm

Late Fusion

Other DL Module

Features extractor + Neural

Network model to solve the
problem on each type of

Data data separately |
! 1 r \

Combine the results

TAF: Dynamic Trust TAF: Dynamic Trust
Assessment for Al Assessment for Al

NLP Model

Image Model _ Decision * Depending on the architecture of the Model, we might need to apply
Fusion i
s Modl Module s dynamic trust assessment on algorithm or for Al
* The goal will be to derive a big parallel function that will be a
Other DL Model concatenation of the parallel function for the training part and the TAF

process for evaluating trust

TAF: Dynamic Trust
Assessment for Al

TAF: Dynamic Trust on
data and algorithm

—
e
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